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BIPAC-74x Series Router — 741 GE, 741 GE V2.0 and 743 GE

Chapter 1: Introduction

Introduction to your BIPAC-74x GE Series Router

Welcome to the Billion BIPAC-74x GE Series. Your Billion router is an “all-in-one” unit,
combining an ADSL modem, ADSL router and Ethernet network switch, providing everything
you need to get the machines on your network connected to the Internet over your ADSL
broadband connection. With features such as an ADSL Quick-Start wizard and DHCP Server,
you can be online in no time at all and with a minimum of fuss and configuration, catering for
first-time users to the guru requiring advanced features and control over their Internet
connection and network.

Support

This manual will guide you through configuring your router using its web browser interface — all
you need to setup and manage your new router is a web browser! If you have any questions or
problems that you can'’t find the answer for in this manual, please visit the Billion Australia
website at http://www.billion.com.au/ and check the FAQ (Frequently Asked Questions), support
and forum sections. Billion Australia provides a group of online discussion forums where you
can post your question or query to other Billion users like yourself. In addition, Billion Australia
offers a telephone support line opens 7 days a week. You can contact the support line on 1300
139 159 or via email at support@billion.com.au

Users looking to directly configure advanced options may wish to read the 74x GE Series CLI
(Command Line Interface) manual, available from the Billion Australia website at
http://www.billion.com.au/

Features

@ ADSL Multi-Mode Standard
Supports downstream transmission rates of up to 8Mbps and upstream transmission rates
of up to 1024Kbps. It also supports rate management that allows ADSL subscribers to
select an Internet access speed suiting their needs and budgets. It is compliant with Multi-
Mode standard (ANSI T1.413, Issue 2; G.dmt(G.992.1); G.lite(G992.2)). The Annex A and
B are supported in different H/W platforms.

@ Wireless Ethernet 802.11b

Provides a wireless Ethernet 802.11b access point for extending the communication media
to WLAN.

@ Fast Ethernet Switch

Chapter 1: Introduction
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A 4-port 10/100Mbps fast Ethernet switch is built in with automatic switching between MDI
and MDI-X for 10Base-T and 100Base-TX ports. An Ethernet straight or cross-over cable
can be used directly for auto detection.

Multi-Protocol to Establish A Connection

Supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516), IPoA
(RFC1577) and PPTP-to-PPPoOA relaying to establish a connection with the ISP. The
product also supports VC-based and LLC-based multiplexing.

Quick Installation Wizard

Supports a WEB GUI page to install this device quickly. With this wizard, end users can
enter the information easily which they get from their ISP, then surf the Internet
immediately.

Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices
and PCs from many different vendors. It makes network simple and affordable for users.
UPnP architecture leverages TCP/IP and the Web to enable seamless proximity
networking in addition to control and data transfer among networked devices. With this
feature enabled, users can now connect to Netmeeting or MSN Messenger seamlessly.

Network Address Translation (NAT)

Allows multi-users to access outside resources such as the Internet simultaneously with
one |IP address/one Internet access account. Many application layer gateway (ALG) are
supported such as web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping,
NetMeeting, IP phone and others.

Firewall

Supports SOHO firewall with NAT technology, automatically detects and blocks Denial of
Service (DoS) attacks. URL blocking, packet filtering and SPI (Stateful Packet Inspection)
are also supported. The hacker’s attack will be recorded associated with timestamp in the
security logging area. More firewall functions will always be implemented through updated
firmware releases.

Domain Name System (DNS) relay

Provides an easy way to map the domain name (a friendly name for users such as
www.yahoo.com) and IP address. When a local machine sets its DNS server with this
router’s IP address, every DNS conversion request packet from the PC to this router will
be forwarded to the real DNS in the outside network.

Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname.
This dynamic IP address is the WAN |P address. For example, to use the service, you
must first apply for an account from a DDNS service like http://www.dyndns.org/. More
than 5 DDNS servers are supported.

Virtual Private Network (VPN)

Allows user to make a tunnel with a remote site directly to secure the data transmission
among the connection. User can use embedded PPTP client/server, IKE and IPSec which
are supported by this router to make a VPN connection or users can run the PPTP client in
PC and the router already provides IPSec and PPTP pass through function to establish a
VPN connection if the user likes to run the PPTP client in his local computer.

Chapter 1: Introduction
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Virtual Server (“port forwarding”)

Users can specify some services to be visible from outside users. The router can detect
incoming service requests and forward either a single port or a range of ports to the
specific local computer to handle it. For example, a user can assign a PC in the LAN
acting as a WEB server inside and expose it to the outside network. Outside users can
browse inside web servers directly while it is protected by NAT. A DMZ host setting is also
provided to a local computer exposed to the outside network, Internet.

Rich Packet Filtering
Not only filters the packet based on IP address, but also based on Port numbers. It will
filter packets from and to the Internet, and also provides a higher level of security control.

Dynamic Host Configuration Protocol (DHCP) client and server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider
(ISP) automatically. In the LAN site, the DHCP server can allocate a range of client IP
addresses and distribute them including IP address, subnet mask as well as DNS IP
address to local computers. It provides an easy way to manage the local IP network.

Static and RIP1/2 Routing
Supports an easy static routing table or RIP1/2 routing protocol to support routing
capability.

Simple Network Management Protocol (SNMP)
It is an easy way to remotely manage the router via SNMP.

Web based GUI

Supports web based GUI for configuration and management. It is user-friendly and comes
with on-line help. It also supports remote management capability for remote users to
configure and manage this product.

Firmware Upgradeable
Device can be upgraded to the latest firmware through the WEB based GUI.

Rich management interfaces

Supports flexible management interfaces with local console port, LAN port, and WAN port.
Users can use terminal applications through the console port to configure and manage the
device, or Telnet, WEB GUI, and SNMP through LAN or WAN ports to configure and
manage the device.

Chapter 1: Introduction
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BIPAC-74x GE Series Router Application

Firewall
(SPI, DoS, URL Blocking...)

Firewall
(SPI, DoS, URL Blocking...)

Figure 1.1 Application Diagram

Thank you for your purchase, and welcome to the world of broadband Internet!
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Chapter 2: Installing the Router

Important note for using the BIPAC-74x GE Series Router

-

~

v" Do not use the BIPAC-74x GE in high humidity or high
temperatures.
v Do not use the same power source for the BIPAC-74x GE as
other equipment.
Warning v" Do not open or repair the case yourself. If the BIPAC-74x GE is
too hot, turn off the power immediately and have it repaired at a
k qualified service center. /
v Place the BIPAC-74x GE on a stable surface.
v Only use the power adapter that comes with the package. Using

Attention

.

a different voltage rating power adaptor may damage the router.

J

Package Contents

o BIPAC-740x GE Series Router x1

e © 6 6 ¢

CD-ROM containing the online manual x 1
Quick Start Guide x 1

RJ-11 ADSL/telephone Cable x 1
Ethernet (CAT-5 LAN) Cable x 1

AC-DC power adapter (12VDC, 1A) x 1
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The Front LEDs

AN O o e
1 2 3 4 5 6 7 8 9

10 11

—

- —

—

AOTE!

Only the 743-GE unit has a wireless interface and antenna. 741-GE and
741-GE V2 routers do not have an antenna or wireless interface.

1 PWR Lit when power is ON.
2 SYS Lit when the system is ready.
3 LAN port 1 Lit when connected to an Ethernet device.
Green for 100Mbps; Orange for 10Mbps
Blinking when data is transmitted/received.
4 LAN port 2 Lit when connected to an Ethernet device.
Green for 100Mbps; Orange for 10Mbps
Blinking when data is transmitted/received.
5 LAN port 3 Lit when connected to an Ethernet device.
Green for 100Mbps; Orange for 10Mbps
Blinking when data is transmitted/received.
6 LAN port 4 Lit when connected to an Ethernet device.
Green for 100Mbps; Orange for 10Mbps
Blinking when data is transmitted/received.
7 WLAN Lit green when the wireless connection is established. Flashes
when sending/receiving data.
10 MAIL Lit when there is Email in your configured Email account.
11 PPP Lit when there is a PPPoA/PPPoOE connection.
13 | ADSL Lit when successfully connected to an ADSL DSLAM (“linesync”).

Chapter 2: Installing the Router
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The Rear Ports

”07-5' Only the 743-GE unit has a wireless interface and antenna. 741-GE and
741-GE V2 routers do not have an antenna or wireless interface.

1 LINE Connect the supplied RJ-11 (“telephone”) cable to this port when
connecting to the ADSL/telephone network.

2 CONSOLE Connect a PS2/RS-232 cable to this port when connecting to a
PC’s RS-232 port (9-pin serial port).

3 LAN Connect a UTP Ethernet cable (Cat-5 or Cat-5¢e) to one of the

1X — 4X | four LAN ports when connecting to a PC or an office/lhome
(RJ-45 connector) | network of 10Mbps or 100Mbps.

4 . . .
After the device is powered on, press it to reset the device or
restore to factory default settings.

RESET 0-3 seconds: reset the device
3-6 seconds: no action
10-12 seconds: restore to factory default settings (this is used
when you can not login to the router, e.g. forgot the password)

S PWR Connect the supplied power adapter to this jack.

6 | Power Switch | power ON/OFF switch

Chapter 2: Installing the Router
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Cabling

One of the most common causes of problems is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front of the product is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify that you are using the proper cables.

Ensure that all other devices connected to the same telephone line as your Billion router (e.g.
telephones, fax machines, analogue modems) have a line filter connected between them and
the wall socket (unless you are using a Central Splitter or Central Filter installed by a qualified
and licensed electrician), and ensure that all line filters are correctly installed and the right way
around. Missing line filters or line filters installed the wrong way around can cause problems
with your  ADSL connection, including causing frequent disconnections.

Chapter 2: Installing the Router
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Chapter 3: Basic Installation and
Configuration

The router can be configured with your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 95/98/NT/2000/XP/Me,
etc. The product provides a very easy and user-friendly interface for configuration.

PCs must have an Ethernet interface installed properly and be connected to the router either
directly or through an external repeater hub, and have TCP/IP installed and configured to obtain
an |IP address through a DHCP server or a fixed IP address that must be in the same subnet as
the router. The default IP address of the router is 192.168.1.254 and the subnet mask is
255.255.255.0 (i.e. any attached PC must be in the same subnet, and have an IP address in the
range of 192.168.1.1 to 192.168.1.253). The best and easiest way is to configure the PC to get
an |IP address automatically from the router using DHCP. If you encounter any problems
accessing the router’s web interface it may also be advisable to uninstall any kind of software
firewall on your PCs, as they can cause problems accessing the 192.168.1.254 |IP address of
the router. Users should make their own decisions on how to best protect their network.

Please follow the steps below for your PC’s network environment installation. First of all, please
check your PC’s network components. The TCP/IP protocol stack and Ethernet network adapter
must be installed. If not, please refer to your Windows-related or other operating system
manuals.

” 07. E;' Any TCP/IP capable workstation can be used to communicate with or
through the BIPAC-74x GE. To configure other types of workstations,
please consult the manufacturer’s documentation.

Connecting your router

1. Connect the Router to a LAN (Local Area Network) and the ADSL/telephone network.
2. Power on the device.

3. Make sure the PWR and SYS LEDs are lit steadily and that the relevant LAN LED is lit.

Chapter 3: Basic Installation and Configuration
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Configuring PCs in Windows

Network 7] ]

For Wl n d OWS 98 / M E Configuration | dentification | Acesss Cantiol |

The following network, components are installed:
Microzoft Family Logon ;I

B3 ASUSTek Broadcom 440x 104100 Integrated Controller

B2 Dial-Up Adapter

Y TCPAP -5 ASUST ek om 440x 10/100 Integrated

(4~ TCPAP -> Dial-Up &d. -
>

4] |

1. Go to Start / Settings / Control Panel. In the Control
Panel, double-click Network and choose the
Configuration tab.

Add I Remove I Propetties

Primary Metwork Logon:

2. Select TCP / IP -> NE2000 Compatible, or the name of I ierosot Fariy Logon |
any Network Interface Card (NIC) in your PC. (See __ElesndPin Sharng._ |
FI g U re 3 . 1) ?E;‘?’\ﬁt:zlt‘he pratocal you use ko connect ta the Internet and

wide-area networks.

3. Click Properties. oK Cencel

4. Select the IP Address tab. In this page, click the Obtain Figure 3.1: TCP/IP
an IP address automatically radio button. (See Figure e —
3. 2) Bindings | Advanced | NetBIOs |

DMS Configuration I Gateway I WwiNS Configuration I IP Address

" Enable DNS
5. Then select the DNS Configuration tab. (See Figure e e
3. 3) S Senver Searehi T m——

Cr 0

6. Select the Disable DNS radio button and click OK to NEETE
finish the configuration. e —

e |

Hemtye

e

Figure 3.3: DNS Configuration

TCP/IP Properties 7| x

Bindings | Advanced | NetBIOS |
DMS Caonfiguration I G ateway I WS Configuration IP Address

A IP address can be automatically assigned ta this computer.
If your network. does not autormatically assign IP addresses, ask
wour network administratar for an address, and then tupe it in
the space below.

& Obtain an P address automaticalls

" Specify an IP address:

Ok I Cancel |

Figure 3.2: IP Address

10
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For Windows NT4.0

1. Go to Start / Settings / Control Panel. In the Control
Panel, double-click Network and choose the Protocols

tab.

2. Select TCP/IP Protocol and click Properties. (See

Figure 3.4)

3. Select the Obtain an IP address from a DHCP server

radio button and click OK.

MNetwork nﬂ
Identification | Servicas Protocols |Meme!sl Bindings |
Network Protocals:

§ NetBEUI Protocal
¥ NwLink IF</SP% Compatible Transport

™ NwLink NetBIOS
sdd. | Remove |(Fropeties..
Description:

Transport Control Protocol/Intemet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

[ox ] _come |

Micrasolt TCPAP Properties

Figure 3.4: TCP/IP

P adress | BMS | WINS Addess | Routing |

An IP addrezs can ba automatically assigred to thiz network cand
by a DHCP zesver. IF pour network does not have a DHCP server,
azk pour netwoek. admmiztrator for an address, and then e itin
the space below,

& Obtan an IP address irom 2 DHCP server

" Specily an P addess

Figure 3.5: IP Address

11
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2 Network and Dial-up Connections iy o [=]{E4]

For WindOWS 2000 Ele  Edit View Favorkes Tools  Advanced  Help

daBack - = - (3] | @hSearch [YFolders CHistory | [
Address i@l Metwork, and Dial-up Connections ;I orGe ‘

i e, (A
1. Go to Start / Settings / Control Panel. In the Control g oiar W ere
Panel, double-click Network and Dial-up up Connections

Connections.

Local Area Connection

Type: LAN Connection

Stahis: Frahlad =l

2. Double-click Local Area (“LAN”) Connection. (See
Figure 3.6) Figure 3.6: LAN Area Connection

3. In the LAN Area Connection Status window, click EEIEEImETIEEs 2l
Properties. (See Figure 3.7) =
— Connection
4. Select Internet Protocol (TCP/IP) and click . s
Properties. (See Figure 3.8) Spesd 1000 Meps
[ Sert — M pecived
5. Select the Obtain an IP address automatically and Packets P Lﬁh 109,427
Obtain DNS server address automatically radio
buttons. Properties Disable |

6. Click OK to finish the configuration. _ e |

Figure 3.7: LAN Connection Status

Local Area Connection Properties 2=l

General |

Connect using

I B& ASUSTek/Broadcom 440x 104100 Integrated Controller

Components checked are used by this connection:
Client tor Microzoft Metworks

File snd Prirter Sharing for Microsoft Metwarks
Intemnet Pratocol [TCR/IP)

Install Uninstall Frioperties

Description
Transmigsion Control Protocol/intermet Protocal. The default
wide area nebwork protocol that provides communication
across diverse interconnected networks.

[~ Show icon in taskbar when connected

QK I Cancel I

Figure 3.8: TCP/IP

Internet Protocol {TCP/IP} Properties E i |

General

“rou can get IP settings assigned automatically if your network supports
this capability. Othenwize. you need to ask your network. administrator for
the appropriate IF settings.

{* DObtain an IP address automatically
—{ Use the following IP addiess:

IF address: I
Subnet mask: I
[ efault gateway: I . . .

= Obtain DNS server address automatically

—{" Use the following DNS server addiesses:

Preferred DN S server I a a a
Alternate DS server: I a a a

Advanced...

Figure 3.9: IP Address & DNS
Configuration

12
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For Windows XP
1. Go to Start / Control Panel (in Classic View). In the
Control Panel, double-click Network Connections.

2. Double-click Local Area Connection. (See Figure
3.10)

3. In the LAN Area Connection Status window, click
Properties. (See Figure 3.11)

4. Select Internet Protocol (TCP/IP) and click Properties.
(See Figure 3.12)

5. Select the Obtain an IP address automatically and
Obtain DNS server address automatically radio
buttons. (See Figure 3.13)

6. Click OK to finish the configuration.

E- Control Panel |Z”§‘El

B [@ Switch to Category View

File Edit Wiew Favorites Todls  Help o

Control Panel

Prinkers and  Regional and  Scanners and
& Wwindows Update Faxes Language ... Cameras

@) Help and Support 2 -
S 4

scheduled Sounds and speech
Tasks Audio Devices

Figure 3.10: LAN Area Connection

-i- Local Area Connection Status

General | Support

Connection
Status: Connected
Diuration: 00:05:24
Speed: 100.0 Mbps
Activity

Sent \2 a Feceived

Bytes: 1.403 1.743

I [ Properties ]D Disable ]
B

Close

Figure 3.11: LAN Connection Status

- Local Area Connection Properties.

General | Authentication | Advanced

Cormect using:

| E@ ASUST ek /Broadcam 440y 10100 Integrated Contialler |

This connection uses the following items:
5 Clisnt for Microsaft Netwarks

4=l Fils and Printer Sharing for Microsaft Nebwarks
4= 005 Packet Scheduler

Intermet Protocol [TCRAP]

Drescription
Transmission Control Protocol/lnternet Protocol. The default

wide ares netwark protacol that pravides communication
across diverss interconnected netwarks

[1 Show icon in hotification area when connected

[ ok ][ cancel |

Figure 3.12: TCP/IP

Internet Protocol (TCP/IP) Properties

General | Alenate Configuration

‘fou can get IF set
this capability. Dthe:
the appropriate IP setti

ed automatically if your network supports
need to ask your network. administrator for

& Obtain an IP address automatically

2 Use the following P address:

) Obtain DNS server address automatically
3 Use the following DMS server addresses:

7

Figure 3.13: IP Address & DNS
Configuration

13
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Factory Default Settings

Before configuring your, you need to know the following default settings.

@ Web Interface:
X Username: admin

X Password : admin

@ LAN Device IP Settings:
X |P Address: 192.168.1.254

X Subnet Mask: 255.255.255.0

@ ISP setting in WAN site :
X PPPoE

@ DHCP server :
X DHCP server is enabled.

X Start IP Address : 192.168.1.100
X |IP pool counts : 100

Username and Password

The default username and password are “admin” and “admin” respectively.

If you ever forget the password to log in, you may press the RESET button
to restore the factory default settings

Attention

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown
below.

LAN Port WAN Port

IP address 192.168.1.254 The PPPoE function is enabled
to automatically get the WAN

Subnet Mask 255.255.255.0 port configuration from the ISP,

DHCP server function Enabled but you have to set the ,
username and password first.

IP addresses for 100 IP addresses continuing from

distribution to PCs 192.168.1.100 through 192.168.1.199

14
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) what
kind of service is provided such as PPPoE, PPPoA, RFC1483, IPoA, or PPTP-to-PPPoA
Relaying.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE VPI/NCI, VC-based/LLC-based multiplexing, Username, Password, Service
Name, and Domain Name System (DNS) IP address (it can be automatically

assigned by your ISP when you connect or be set manually).

PPPoA VPI/NVCI, VC-based/LLC-based multiplexing, Username, Password, and
Domain Name System (DNS) IP address (it can be automatically assigned by

your ISP when you connect or be set manually).

RFC1483 Bridged VPI/NCI, VC-based/LLC-based multiplexing to use Bridged Mode.

RFC1483 Routed VPINCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is fixed IP

address).

IPOA VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is fixed IP

address).
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Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254,
and click “Go”, a user name and password window prompt will appear. The default username
and password are “admin” and “admin”. (See Figure 3.14)

Enter Hetwork Pazsword

-'T?} Plaasa ype wour user neme and passiond.
Y e 192 168 1 254

Rezim

Lzer Hame ||

Parrmoid |
[ Save this passsned in wouw passmond Rt

0K Cancel
| | |

Figure 3.14: User namd & Password Prompt Widonw

You will get a status report web page when logged in successfully: (See Figure 3.15)

3 http-//192.168.1_254/ - Microsoft Internet Explorer

J File Edit “iew Favortez Toolz Help |-
= L.o= @ N B SRS . E
Back Earard Stop Refresh  Home Search Favontes  Histom bdail Print Edit Discuss
| Addiess @] hip:/192.168.1.254/ =] 6o || Links >
B Stalus Status
O Quick Seaat e
= Conflguratian Ha=t Hame home galeway el Host Hame 3
Systam Up-Tima D033 C8s
et ELAR Cumrent Time Tow, 07 Jan 1870 - 22 3310 Sei Tme. @
@ Logead Handware Vemsisn A0S0 GE-5 61,00 £ HelOL2ee C5F w2 3
Seftwane Momion oz
L MAC Address Ol 20 0 0 P 30
Iﬁ% Hizsmin IBAL Flhirt Ekican: Co Lid
LAH
17 Bddraes 197 1581 254 _=H Sellng=... @
ol Matmask P |
DHC P Saresr Wik [H =T JIHTER +
WWAN
Prmary ONE: I omi DNE Seflinge... fb
P4t Stanis
Port Type Conneciad  Line Sals
Ethzmngl alh=met o
A adsl X,
| Ush-cchamet  athemet X

Nafnml lncailacas

kel

Figure 3.15: Staus Report Page
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At the configuration homepage, the left navigation pane where bookmarks are provided links
you directly to the desired setup page, including:

o Status (ARP Table, DHCP Table, PPTP Status, IPSec Status, Email Status, Event Log &

Error Log)
9 Quick Start
o Configuration (LAN, WAN, System, Firewall, VPN, Virtual Server & Advanced)
Q Save Config to FLASH
Q Logout
Q9 Language (provides user interface in English language).

Please see the relevant sections of this manual for detailed instructions on how to configure
your Billion router.

Status

ARP Table

This section displays the router’s ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way
of determining the MAC address of the network interface of your PCs to use with the router’s
Firewall — MAC Address Filter function. See the Firewall section of this manual for more
information on this feature.

ARP Table

V Status
#EP Table
DHCP Tahle
PPTP Status
IPSec Status
Email Status
Event Log

Error Log IP Address |MAC Address | Interface | Static
@ UPnP Portmap
192.168.1.1 | 00:02:e3:11:05:16 | iplan no
Quick Start
192.168.1.2 | 00:02:e3:1£08:18 | iplan no

IP ARP entries:

Configuration
Save Config to FLASH
Logout

Language
IEninsh 'I

IP Address: Alist of IP addresses of devices on your LAN (Local Area Network).

© ey O

MAC Address: The MAC (Media Access Control) addresses for each device on your LAN.

Interface: The interface name (on the router) that this IP Address connects to.
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Static: Static status of the ARP table entry:
@ “no” for dynamically-generated ARP table entries

@ ‘“yes” for static ARP table entries added by the user

PPTP Status

This shows details of your configured PPTP VPN Connections.

PPTP Status

¥ Status
ARF Table

VPN/PPTP for Remote Access Application

Name Type |Enable | Active | Session Call
Connected | Connected

Email Status
Event Log HomeToOffice | dialout X X X X
Errar Log
© UPnF Portmap VPN/PPTP for LAN-to-LAN Application
Quick Start Name | Type | Enable | Active | Session Call Encryption

Configuration Connected | Connected

Save Config to FLASH
Logout

Language
IEngHsh 'l

o o7 O

Name: The name you assigned to the particular PPTP connection in your VPN configuration.

Type: The type of connection (dial-in/dial-out).
Enabled: Whether this connection is currently enabled.

Active: Whether the connection is currently active.

Session Connected: Whether the VPN Session is currently connected.

Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.

encryption none

Chapter 3: Basic Installation and Configuration
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|IPSec Status

This shows details of your configured IPSec VPN Connections.

IPSec Status

V Status
ARP Table
DHCP Table

Name Active | Connection State | Statistics | Local Subnet | Remote Subnet | Remote Gateway | SA

SalesToHeadOffice | Disconnected 192.168.1.3 266 256 2660 192.168.2.1

Email Status
Ewent Loy
Error Log

@ UPnP Portmap

o OQuick Start

= Configuration

© Save Config to FLASH
© Logout

Language
IEngI\sh 'I

Name: The name you assigned to the particular VPN entry.

Active: Whether the VPN Connection is currently Active.
Connection State: Whether the VPN is Connected or Disconnected.
Statistics: Statistics for this VPN Connection.

Local Subnet: The local IP Address or Subnet used.

Remote Subnet: The Subnet of the remote site.

Remote Gateway: The Remote Gateway IP address.

SA: The Security Association for this VPN entry.

Chapter 3: Basic Installation and Configuration
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Email Status

Details and status for the Email Account you have configured the router to check. Please see
the Advanced section of this manual for details on this function.

V Status Email Status

ARP Tahle
DHCP Table
FPTP Status
IPSec Status POP3 Mail Server. | example.com
Email Status
Ewent Log
Error Log

@ UPnP Portmap

Quick Start

Account Marme: user

Ernail Status: Mo rmail

Reset Status Check Mow |

Configuration

Save Config to FLASH

© 0y o

Logout

Languaqe
IEngHsh vl

Event Log

This page displays the router’s Event Log entries. Major events are logged to this window, such
as when the router’'s ADSL connection is disconnected, as well as Firewall events when you
have enabled Intrusion or Blocking Logging in the Configuration — Firewall section of the
interface. Please see the Firewall section of this manual for more details on how to enable
Firewall logging.

V Status M

ARP Tahle
DHCP Table

PFTF Status e system log buffer head ——————————————

‘PSE_C Statug 0ot 11 00:36:57 home.gateway:pppinone: Channel Id(l) disconnected after (1 hr 12
Emall Status win 26 sec)

Event LUQ: Oct 11 00:37:02 howmwe.gateway:pppinone: Channel Id(l) connected
Error Log

< UPnP Portmap | system log buffer tail ——————————————
Quick Start

Configuration
Save Config to FLASH
Logout

Language
IEninsh 'l

o o7 o

Refresh | Clear
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Error Logging

Any errors encountered by the router (e.g. invalid names given to entries) are logged to this
window.

V Status Error Lo

ARF Table
DHCF Table
PETP Status Error Log(most recent errors first, times are in seconds since last reboot):
IPSec Status
Email Status when | Process | Error Log
Event Log
Enor Log
© UPnP Portmap

Quick Start

Configuration
Save Config to FLASH
Logout

Language
IEninsh 'I

o 07O

UPnP Portmap

The section lists all port-mapping established using UPnP (Universal Plug and Play). Please
see the Advanced section of this manual for more details on UPnP and the router’'s UPnP
configuration options.

21

Chapter 3: Basic Installation and Configuration



BIPAC-74x Series Router — 741 GE, 741 GE V2.0 and 743 GE

b Status Quick Start
Quick Start
Encapsulation: -

Configuration P I PPPoA J ﬂl
V LAN WP Ig

Ethernet

Fart Setting WL |35

DHCP Server
= WAN MAT: | & Enable
= System " Disable
B- Firewall IP Address: | [0.0.0.0
[g xrl'zlal Server (0.0.0.0" means'0Obtain an IP address automaticallyy
[= Advanced SubMetmask: I
Save Config to FLASH Default Gateway: |—
Logout DNS

Primary DMS: I

Lan 1390 Secondary ONS: I

English =

PPP
Usernarme: Iuser@example.cum
Pasgword: |ﬂ-m-r
Apply | Cancel |

Quick Start offers a fast and easy way to configure the connection to your ISP.

For detailed instructions on configuring your WAN settings, please see the WAN section of this
manual.

Usually, the only details you will need for the Quick Start wizard to get you online are your login
(often in the form of username@ispname), your password the Encapsulation type. Residential
ISPs in Australia usually use PPPoA and PPPoE.

Your ISP will be able to supply all the details you need, alternatively, if you have deleted the
current WAN Connection in the WAN — ISP section of the interface, you can use the router’s
PVC Scan feature to attempt to determine the Encapsulation types offered by your ISP.

Quick Start

= Status
o Quick Start

V¥V Configuration
= LAN Start... @
¥ WAN P Address: |

ISP
DM Gateway: |

= System

= Firewall ﬂl
= VPN

= Advanced

© Save Config to FLASH
9 Logout

Language
IEninsh v|

Before you scan the PVCs, please DELETE all the WWAN interfaces.
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Click Start to begin scanning for encapsulation types offered by your ISP. If the scan is

successful you will then be presented with a list of supported options:

= Status
Quick Start

o

¥V Configuration
== LAN
V WAN
ISP
DMS
= System
== Firewall
= VPN
= Advanced

© Save Config to FLASH
© Logout

Language
IEninsh 'I

Quick Start

1 found PPPoE P%C on 8/35
2 found PPPo& PYC on 8/35

Apply | Cancel |

Select the desired option from the list and click Apply to return to the Quick Start interface to
continue configuring your ISP connection. Please note that the contents of this list will vary,
depending on what is supported by your ISP.

Chapter 3: Basic Installation and Configuration
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Configuration

When you click this item, you get following sub-items to configure the ADSL router.

LAN, WAN, System, Firewall, VPN, Virtual Server and Advanced

These functions are described below in the following sections.

LAN (Local Area Network)

There are four items within the LAN section: Ethernet, Wireless, Port Setting and DHCP

Server.

B Ethernet

[= Status
Quick Start

o

V Configuration

V LAN
Ethernet
Wireless
Fort Setting
DHCP Server

= WAN

= System

= Firewall

= VPN

© Virtual Server

= Advanced

@ Save Config to FLASH
© Logout

Language
English

Primary IP Address

IP Address:  qgo 168 i
SubMetmask: 255 1255 285
Secondary IP Address

IP Address: g 0 |0
SubMetmask: 0 |0

Advanced Options

Ethernet

The router supports two Ethernet IP addresses in the LAN, and two different LAN subnets
through which you can access the Internet at the same time. Users will usually only have
one subnet in their LAN, so there is no need to configure a Secondary |IP address. The
default IP address for the router is 192.168.1.254. The Advanced Options section will
allow you to manually configure the routing table.

Chapter 3: Basic Installation and Configuration
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B Wireless (743 GE only)

B Status Wireless
© Quick Start
¥ Configuration ESEID: wilan-ap
V LAN
Ethermet Regulation Domain: M. Aretica
Wyireless
Port Setting Channel ID: Channel 1 (2.412 GHz)
DHCF Server
= WAN Default Tx Key: ]
= System
EE:; Eg;wall Passphrase:
O Virtual Server WEP E tian: .
b Advanced neryplion @ Digable OWEPE4 OWEP128 | Hex
© Save Config to FLASH Key O:
© Logout Key 1:
Language Key 2
English Koy 3:
Hide_35I0: falze
Reset: false
Connected: false
Link Speed: 0
Card type: Prism 2

AP Firrmware Wersion:
Prirmary Firrmware Version:

Digable: falze

ESSID: This is the unique ID given to the Access Point (AP). By default, the router comes
preconfigured with the ESSID “wlan-ap”. To connect the device, your wireless clients must
have the same ESSID as the device.

Regulation Domain: There are seven Regulation Domains for you to choose from,
including North America (N.America), Europe, France, Spain, Japan, lIsrael, and
Australia. The Channel ID will be different based on this setting.

Channel ID: Select the ID channel that you would like to use.

WEP Encryption: To prevent unauthorized wireless stations from accessing data
transmitted over the network, the router offers highly secure data encryption, known as
WEP. If you require high security for transmissions, there are two alternatives to select
from: WEP 64 and WEP 128. WEP 128 offers increased security over WEP 64.

Passphrase: This is used to generate WEP keys automatically based upon the input
string and a pre-defined algorithm in WEP64 or WEP128. You can input the same string in
both the AP and Client card settings to generate the same WEP keys. Please note that
you do not have to enter Key (0-3) as below when the Passphrase is enabled.

Default Used WEP Key: Select the encryption key ID, please refer to Key (0-3) below.
Note that on Windows and some wireless card software, the encryption key IDs are
instead numbered 1-4.

Key (0-3): Enter the key to encrypt wireless data. To allow encrypted data transmission,
the WEP Encryption Key values on all wireless stations must be the same as the router.
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There are four keys for your selection. The input format is either ASCIl or HEX style.
WEP64 with ASCII keys requires 5 ASCII characters, and WEP128 with ASCIl keys
requires 13 ASCII characters. WEP64 with HEX keys requires 10 HEX characters, and
WEP128 with HEX keys requires 26 HEX characters. The separator is a hyphen/dash ("-")
between each pair of characters. For example, using WEP64 and HEX keys, the key
1122334455 would be typed in as 11-22-33-44-55. Note that Windows, and some wireless
card software, do not use the hyphen/dash separator.

Reset: Reset the Wireless AP function.
Hide_SSID: When enabled, the Wireless AP is invisible from site-surveying by wireless

clients. Wireless clients still can associate with this Wireless AP if configured with the
same ESSID value.
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Port Setting

This section allows you to configure the settings for the router’s Ethernet ports to solve
some of the compatibility problems that may be encountered while connecting to the
Internet, as well allowing users to tweak the performance of their network.

[ Status Port Settl n
O Quick Start
¥ Configuration Port1 Connection Type: Auto
B FPort2 Connection Type: Auto
Wireless .
Port Setting Port3 Connec tion Type: Auto
DHCP Server i
& WAR Paortd Connec tion Type: Auto
k> System Port1 Rate Limit O
&= Firewall @ Dicablz
== VPN CEnable *32kby
@ Virtual Server pe
= Advanced Port2 Rate Limit: (& Disable
© Save Config to FLASH O Enable " 32kbps
© Logout
For3 Rate Limit: (& Disable
Language OEnable " 32kbps
English Portd Rate Limit & Disable
C'Enable *32kbps
IPvd TOS priority Control: & Disable ) Enable

Set high priority TOS
Oe3 ez [Os1 Oeo [ss 58 [Os7 Css 55 [Os4 53 52 51 50 4 O4s
O47 Oas 45 44 Oas O42 O O4o O3 O3 Os7 O3ss O35 O34 033 032
O3 O30 O=zs O2s Ozr Oz O2s Oz4 23 Oz O210 D20 s O O17 O1s
Ois O14 O3 Oz O o O Os OF Os Os O4 O3 Oz O1 Oo

Port # Connection Type: Five options to choose from: Auto, 10M half-duplex, 10M full-
duplex, 100M half-duplex or 100M full-duplex. Sometimes, there are Ethernet compatibility
problems with legacy Ethernet devices, and you can configure different types to solve
compatibility issues. The default is Auto, which users should keep unless there are
specific problems with PCs not being able to access your LAN.

Port # Rate Limit: This function allows you to limit the speed of Ethernet traffic for the
relevant port. The value entered will limit the speed of the port to the specified value’s
multiple of 32kbps. For example, to limit the speed of Port 1 to 128kbps, set a value of 4
for that port and Enable port rate limiting for that port. This can be useful if you want to
prevent one particular PC on your network from using all available Internet bandwidth.

”orf;' This function will limit the speed of that port for all Ethernet traffic,
including LAN traffic.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2" octet of
an IP packet. Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority
of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will
flow first and will not be constrained by the Rate Limit. Therefore, when this feature is
enabled, the router’s Ethernet switch will check the 2™ octet of each IP packet. If the value
in the TOS field matches the checked values in the table (0 to 63), this packet will be
treated as high priority.
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DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or
enable the router’'s DHCP relay functions. The DHCP protocol allows your router to
dynamically assign IP addresses to PCs on your network if they are configured to obtain
IP addresses automatically.

b= Status DHCP Server
© Quick Start
¥ Configuration DHCP Server Mode
V LAN & Disable
izt O DHCP Sener
Wireless
Part Setting O DHCP relay agent
DHCF Server
- waN
= System
= Firewall
= PN The DHCP server (or relay) is disabled.

© Virtual Server
= Advanced

© Save Config to FLASH
© Logout

Language
English

To disable the router’'s DHCP Server, check Disabled and click Next, then click Apply.
When the DHCP Server is disabled you will need to manually assign a fixed IP address to
each PC on your network, and set the default gateway for each PC to the IP address of
the router (by default this is 192.168.1.254).

To configure the router’s DHCP Server, check DHCP Server and click Next. You can then
configure parameters of the DHCP Server including the IP pool (starting IP address and
ending IP address to be allocated to PCs on your network), lease time for each assigned
IP address (the period of time the IP address assigned will be valid), DNS IP address and
the gateway IP address. These details are sent to the DHCP client (i.e. your PC) when it
requests an IP address from the DHCP server. Click Apply to enable this function. If you
check “Use Router as a DNS Server”, the ADSL Router will perform the domain name
lookup, find the IP address from the outside network automatically and forward it back to
the requesting PC in the LAN (your Local Area Network).

If you check DHCP Relay Agent and click Next, then you will have to enter the IP address
of the DHCP server which will assign an IP address back to the DHCP client in the LAN.
Use this function only if advised to do so by your network administrator or ISP. Click Apply
to enable this function.
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WAN (Wide Area Network)

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP
and the Internet. There are two items within the WAN section: ISP and DNS.

E ISP

B Status WAN connections
© Quick Start

¥V Configuration
= LAN

WYAMN services currently defined:

V WAN Name Description Creator VPI | VCI
ISP -
DS rfc1483-0 | RFC 1483 routed mode | WebAdmin |8 |35 | Edit..@ Delete..@
== System
== Firewall
= VPN Create... Q

@ Virtual Server
= Advanced

@ Save Config to FLASH
@ Logout

Language
English

The factory default is PPPoE. If your ISP uses this access protocol, click Edit to input
other parameters as below. If your ISP does not use PPPoE, you can delete the default
WAN connection entry by clicking Delete. You may then click Create to create a
connection to your ISP to surf the Internet.

A simpler alternative is to delete the current WAN connection entry then select Quick Start
from the main menu on the left. Please see the Quick Start section of the manual for more
information.
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@ RFC 1483 Routed Connections

b Status WAN connections: RFC 1483 routed
@ Quick Start
¥ Configuration Description: RFC 1483 routed mode
= LAN wen
¥ WaN u
ISP W
DNE 2
b= System MNAT: Enable
= Firewall . =
= VPN Encapsulation method LicEridged -
O UG S (2 Obtain an IP address automatically via DHCP client

= Advanced

© Save Config to FLASH & Use the fallowing IP address

IP Address:
® Logout 192.168.21.197
Metmask: 255.256.2550
Language Gateway: 192.168.21.1
English Apply

Advanced Cptions. ..

Description: Your description of this connection.

VPI and VCI: Enter the information provided by your ISP. The default for Australian ISPs is
VPI=8, VCI=35.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing the single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

Encapsulation method: Select the protocol format, the default is LicBridged. Select the
one provided by your ISP.

DHCP client: Enable or disable the DHCP client, specify if the Router can get an IP
address from the Internet Service Provider (ISP) automatically or not. Please click Obtain
an IP address automatically via DHCP client to enable the DHCP client function or click
Specify an IP address to disable the DHCP client function, and specify the IP address
manually. The setting of this item is specified by your ISP.
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Advanced (RFC 1483 Routed)

”orf;' The Advanced configuration section is for troubleshooting purposes
only. Please DO NOT change these settings unless advised to by
your ISP’s technical support staff or your network administrator.

There are nine items included in this Advanced Options section: Service, RFC 1483, Atm
Channel, Ip Interface, Tcp Mss Clamp, Rip Version and NAT.

B Service

b Status WAN connections: 'rfc1483-0'

O Quick Start

¥V Configuration
&= LAN
V WAN
IZP
DS

[= System ‘Serice' ‘RFC1483 ‘At Channel’ In Interface’ Tep Msg Clamp'  Rip Yersions' AT
b= Firewall

B~ VPN Service
© Virtual Server
[= Advanced

© Save Config to FLASH

© Logout Name Value

Creator: YifebAdmin

Options

Language Description: |RFC 1483 routed mode

English

Service: The name of the creator and service, you can edit and change the name.

E RFC 1483

b Status WAN connections: "'rfc1483-0'

© Quick Start

¥V Configuration
= LAN
¥ WAN
ISP
DMS

= System ‘Serice' {REC1483 ‘At Channel’ In Interface’ Tep Mes Clamp' ‘Rip Versiong' AT
&= Firewall

B VPN RFC1483

© Virtual Server
= Advanced

© Save Config to FLASH
© Logout Name Value
Mode: LlcBridged v

Options

Language Enabled: true ¥

English v Termination:

RFC1483: Set the encapsulation method/mode. Your ISP will advise the mode to use.
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Atm Channel

> Status WAN connections: 'rfc1483-0"
© Quick Start

¥V Configuration
= LAN
V WAN
ISP

DMz
k= System ‘Bervice' ‘RFC1483 [Etrn Channel; I Interface’ Tep Mss Clarmp' 'Rip Wersions' AT
k= Firewall
k= VPN
© Virtual Server

Options

= Advanced Name Value
© Save Config to FLASH T ek 32
© Logout Tu Wi 0
R Vel 12
Engen v e 0
Peak Cell Rate 2000
Burst Tolerance: Il
Max Cell Rate: 0
MBS: 0
Sustainable Cell Rate: g
Class UER v
Port al

ATM Channel: ATM channel related settings.

VPI: A field in the ATM header. The VPI is used to identify the virtual path that a circuit
belongs to. The VPI can be any value between 0 and 4095. For Australian users this
should be 8.

VCI: Part of the ATM header. The VCl is a tag that identifies which channel a cell will travel
over.The VCI can be any value between 1 and 65535. For Australian users this should be
35.

”07-5' The VPI / VCI number is determined by your ISP, please contact
your ISP to get this information.

Peak Cell Rate: the maximum rate at which ATM cells are allowed to be transported into
the ATM network.

Burst Tolerance: Controls the maximum burst size for VBR (Variable Bit Rate) and VBR
RT (VBR Real Time) channels. This value overrides an existing BT value (if set). The MBS
can be any value between 0 and 100.

Cell Rate: Determines the minimum rate at which ATM cells are allowed to be transported
into the ATM network.

MBS: Maximum Burst Size; this command sets the maximum burst size (MBS) for the
RFC1483 transport.

Sustainable Cell Rate: the average cell rate for a VBR or VBR RT connection. The SCR

can be any positive value that is less than both the PortSpeed set (when the port was
created) and the PCR set for the channel.
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B Ip Interface

> Status WAN connections: 'rfc1483-0'

© Quick Start

¥V Configuration
= LAN

V WAN
ISP
= System ‘Semice' ‘RFC1483" ‘At Channel’ In Interface; Top Mss Clamp' Rip Versions' AT
= Firewall
B VPN Ip Interface
@ Virtual Server
B> Advanced .
Options
© Save Config to FLASH
© Logout Name Value
Ipaddr: 192.168.21.197
Language Mask: 255266 255,00
English +
J Dhep false v
MU 1500
Real Interface:
Enabled true v
Layer2Session

Ip Interface: IP protocol related setting.
DHCP: Enables or disables DHCP for this interface.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-
specific headers) that IP will attempt to send through the interface.

Real Interface, Enabled, Layer2Session: for technical staff inspection purposes.

B Tcp Mss Clamp

> Status WAN connections: 'rfc1483-0'

© CQuick Start

¥V Configuration
[= LAN
¥ WAN
ISP
DNS

b= System ‘Service' ‘RFC1483' ‘At Channel’ i Interface’ Top Mes Clamp' 'Rip Wersions' AT
= Firewall

B VPN Tcp Mss Clamp
@ Virtual Server
b= Advanced

© Save Config to FLASH

© Logout Name Value
TCP MSS Clamp: | trye »

Options

Language

Tcp Mss Clamp: enables/disables TCP MSS (Maximum Segment Size) Clamp
functionality on an existing IP interface. When TCP MSS Clamp is enabled on an interface,
all TCP traffic routed through that interface will be examined. If a TCP SYN
(synchronize/start) segment is sent with a maximum segment size larger than the interface
MTU (Maximum Transmission Unit), the MSS option will be rewritten in order to allow TCP
traffic to pass through the interface without requiring fragmentation.
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E Rip Versions

& Status WAN connections: 'rfc1483-0'

© Quick Start

¥V Configuration
b= LAN
¥ WAN
I5P

DHS

[ System ‘Serrice 'RFC1483" ‘Atm Channel' Ip Interface’ Tep Mss Clamp'  'Rip Versions' AT
&= Firewall

B= VPN Rip Versions
© Virtual Server
= Advanced
© Save Config to FLASH
2@ Logout Name Value
Accept W1 false

Options

Language Accept V2 false +

English Send W1 false v

Send WZ: false

Send Multicast: | fzlze v

RIP Versions: this specifies whether or not an existing interface can send RIP messages
or accept RIP messages. You can specify which version of RIP messages will broadcast

routing information on the interface. Routing information is broadcast every 30 seconds or
when the RIP routing table is changed.

E NAT

B Status WAN connections: 'rfc1483-0'

@ Quick Start

¥V Configuration
[= LAN
7 WAN
ISP
DS

b= System ‘Service' ‘RFC1483 ‘Atm Channel' I Interface’ Tcp Mss Clamp'  Rip Wersions' NAT
= Firewall

B VPN NAT

© Virtual Server
b= Advanced

© Save Config to FLASH

Options

@ Logout Name Value
Mat Enabled: | tpya

Language

NAT: Enable or disable Network Address Translation protocol.
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L

PPPoOE Connections

B Status WAN connections: PPPoE routed
© Quick Start
¥ Configuration Description PPPoE Routed
= LAN .
7 WAN WP 0
ISP VCI: 0
DNS
= System MAT: Enable
b= Firewall U .
&= VPN sEMmarne:
© Virtual Server Password
b= Advanced
© Save Config to FLASH Senvice name:
O Logout Use the following P address: (0.0.0.0' means 'Obtain an IP address autamatically)
Authentication Protocol&uthentication Protocol: | Chapauto)
Language PPPoE Connection: Abways On
English
ngls User Idle Timeout (in minutes): 0
Apply

Description: A user-definable name for this connection.

VPI/VCI: Enter the information provided by your ISP. The default for Australian ISPs will be
VPI=8, VCI=35.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single ISP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This will usually be in the format of
‘username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will
provide you the information. Maximum input is 20 alphanumeric characters.

Authentication Protocol: Default is Chap(Auto). Your ISP will advise you whether to use
Chap or Pap.

® Always on: If you want the router to establish a PPPoE session when starting up and
to automatically re-establish the PPPoE session when disconnected by the ISP.

® Connect to Demand: If you want to establish a PPPoE session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer attempts
to access the Internet).
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Advanced (PPPoE)

”orﬁ' The Advanced configuration section is for troubleshooting purposes
only. Please DO NOT change these settings unless advised to by
your ISP’s technical support staff or your network administrator.

There are nine items included in this Advanced Options section: Service, PPPoOE, Atm
Channel, Ip Interface, Tcp Mss Clamp, Rip Version and NAT.

b Status WAN connections: 'ppp-0'
@ Quick Start
V Configuration
= LAN
¥ WAN
1P
DHE
= System ‘Service' ‘PFPoE’ Atrn Channel’ i Interface’ Tcp Mes Clamp'  'Rip Yersions' AT
= Firewall .
B VPN Service
= Virtual Server
= Advanced .
Options
© Save Config to FLASH
© Logout Name Value
Creator: WebAdmin
Language Description: | pppgE Routed
English

Service: The name of the creator and service, you can edit and change the name.
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- Status WAN connections: 'ppp-0'
@ Quick Start
¥V Configuration
= LAN
¥ WAN
ISP
[> System ‘Service' ‘PPFoE! ‘At Channel' i Interface’ Tep Mss Clarmp'  'Rip Wersions' AT
k= Firewall
& VPN PPPoE

= Virtual Server
b= Advanced

© Save Config to FLASH

© Logout Name Value
Access Concentratar:

Options

Language Serice Name

English Server false v

Create Route trug v
Specific Route: false v
Subnet Mask: 0000
Route Mask 0000
Hdle: false
LLC false v
Lep Max Configure: 10

Access Concentrator: A PPPoE tag that identifies a remote access concentrator (or
PPPoE server). PPPoE will only connect to the named access concentrator. If no
concentrator tag is set, PPPoOE connects to the first access concentrator that responds.
The tag name/number is determined by your ISP.

Service Name: A PPPoE tag that identifies a specific service that is acceptable to the
PPPoE client. If set, the PPPoE transport will connect to the first access concentrator it
finds that uses this service. If an access concentrator is also set, the PPPoE transport will
connect to the specified service on the named concentrator. The service name is
determined by your ISP.

Server: Dial-in status.

Create Route: This setting specifies whether a route is added to the system after IPCP
(Internet Protocol Control Protocol) negotiation is completed. If set to enabled, a route will
be created which directs packets to the remote end of the PPP link.

Specific Route: Specifies whether the route created when a PPP link comes up is a
specific or default route. If set to enabled, the route created will only apply to packets for
the subnet at the remote end of the PPP link. The address of this subnet is obtained
during IPCP negotiation.

Subnetmask: sets the subnet mask used for the local IP interface connected to the PPP
transport. If the value 0.0.0.0 is supplied, the netmask will be calculated from the class of
the IP address obtained during IPCP negotiation.

Routemask: Sets the subnet mask used by the route that is created when a PPP link
comes up. If it is set to 0.0.0.0, the subnet mask is determined by the IP address of the
remote end of the link. The class of the IP address is obtained during IPCP (Internet
Protocol Control Protocol) negotiation.

Hdlc: This setting allows you to enable/disable whether your system can transmit and

receive packets containing HDLC headers. If you want LLC packets to be transmitted and
received instead of/as well as HDLC packets.
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LLC: This setting allows you to enable/disable whether your system can transmit and
receive packets containing LLC headers.

B Status WAN connections: '‘ppp-0'
@ Quick Start
¥V Configuration
k= LAN
¥ WAN
ISP
= System ‘Service' {PPFoE! ‘At Channel' I Interface’ Top Mss Clamp'  'Rip Yersions' AT
k= Firewall
= VPN Lecp Max Configure: 10
= Virtual Server .
B Advanced Lep Max Failure: z
© Save Config to FLASH Lep Max Terminate: 2
@ Logout Dialin Auth none ¥
Dialout Usemame:
LB Dialout Passwaord:
English
Dialout Auth chap v
Interface I 1
Rernote [p: 0000
Local Ip: 0000
Magic Number: 0

MRL 0

Lcp Max Configure: Link Control Protocol; the maximum number of configuration
attempts that can be transmitted without reply before assuming that the destination
address is unable to respond.

Lcp Max Failure: Link Control Protocol; the maximum number of consecutive negative
acknowledgements (indicating that the information received contains errors) that can be
transmitted before assuming that parameter negotiation is not converging. It can be any
positive value.

Lcp Max Terminate: Link Control Protocol; the maximum number of consecutive
Terminate Requests that will be sent without reply before assuming that the destination
address is unable to respond. It can be any positive value.

Dial Auth: Sets the authentication method that remote PPP clients must use to dial in to
the server.

Dialout Username: A name that identifies a user and, together with the dialout password,
enables a user to login to the remote end. The username will be required by the PPP
server when the user wants to login remotely. It can be made up of one or more characters
and/or digits.

Dialout Password: An arbitrary word that acts as a dialout password enabling you to login
to the remote end. The password will be required by the PPP server when you want to
login remotely. It can be made up of one or more characters and/or digits.

Dialout Auth: Sets the authentication protocol used to connect to external PPP servers
(dialout).

Local IP: Tells the PPP process the local IP address to be associated with the client-end
of an interface.

Remote IP: Sets the IP address supplied to the remote end of the PPP connection during
negotiation. This is particularly important for PPP dial in transports.

Magic Number: This value is for establishing and identifying the PPP link. This is used in
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the LCP protocol.

MRU : Maximum Receive Unit. This is negotiated during the LCP protocol stage.

I~ Status WAN connections: 'ppp-0'
© Quick Start
WV Configuration
= LAN
V WAN
ISP
DNS )
= System ‘Service' 'PPPoE! ‘Atm Channel’ ‘Ip Interface’ Tcp Mss Clamp'  'Rip Versions' AT
= Firewall h
&= VPN Ip Addr From IPCP; true v
= Virtual Server
B> Advanced Use Ip Addr Fram IPCP: true v
O Save Config to FLASH Discover Primary DNS: true v
© Logout Discaver Secondary DS: true v
Give DNSto Relay: true v
Language Give DNSto Clignt: true v
English
Give DNSto DHCPServer: thue v
Rermate DMNS 0.0.0.0
Remote Secondary DNS 0.0.0.0
Discover Primary NBNS: false v
Discover Secondary NBMNS false v
Remaote NBNS 0.0.0.0
Remote Secondary NBNS 0000
Give Subnet Mask To DHCPServer: | falzp

Use Ip Addr From IPCP: Specifies if the IP address given by IPCP negotiation process is
to be used.

Discover Primary/Secondary DNS: This setting enables/disables whether the
primary/secondary DNS server address is requested from a remote PPP peer using IPCP.
The default setting for this command is enabled.

Give DNSto Relay: Controls whether the PPP Internet Protocol Control Protocol (IPCP)
can request the DNS server IP address for a remote PPP peer. Once IPCP has
discovered the DNS server IP address, it automatically gives the address to the local DNS
relay so that a connection can be established.

Give DNSto Client: Controls whether the PPP Internet Protocol Control Protocol (IPCP)
can request a DNS server IP address for a remote PPP peer. Once IPCP has discovered
the DNS server IP address, it automatically gives the address to the local DNS client so
that a connection can be established.

Give DNSto DHCP Server: Similar to the above, but gives the DNS server address to the
DHCP server.

Primary/Secondary Remote DNS: Sets the primary and secondary local DNS server
addresses that will be given to a remote PPP peer when the peer requests a primary or
secondary DNS server IP address using IPCP. Setting the secondary IP address is
optional.

Discover Primary NBNS / Discover Secondary NBNS / Remote NBNS / Remote
Secondary NBNS: For technical staff inspection purposes.
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& Status WAN connections: 'ppp-0'
© Quick Start
¥V Configuration
= LAN
¥ WAN
13P
DNS
= System ‘Serice' ‘PPPoL! ‘At Channel' Ip Interface’ Tep Mss Clamp'
& Firewal e
= VPN Give Subnet Mask To DHCPSenver: [falze v

&= Virtual Server
= Advanced Discover Subnet Mask false v

© Save Config to FLASH
@ Logout

Ipinterface:
Lcp Echo Every:

Auto Connect:

10

false «

Language

English + Tep Add Port Num

Tep Del Port Murn
Udp Add Port Mum:
Udp Del Paort Murn:

ERENENEE

Idle Tirneout

Enabled: true v

Terrnination:

Lcp Echo Every: This is the time frame frame (in seconds at which a specified PPP
transport is to send an LCP (Link Control Protocol) echo request . If no reply to the request
is received, the PPP connection is torn down. This functionality is also known as ‘keep-
alive’.

Auto Connect: This command allows you to enable/disable the PPPoE autoconnect
function. If enabled, PPPoE automatically connects to TCP/IP whenever a user requests
TCP/IP packets from a public destination.

Tcp Add Port Num, Tcp Del Port Num, Udp Add Port Num and
Udp Del Port Num: For technical staff inspection purposes.

Idle Timeout: The length of time (in minutes) that a PPPoE session connected to an ISP
can remain idle before the session is disabled. The time can be any value between 0 and
60. A value of 0 means that no idle timeout is set.

Atm Channel
Refer to Advanced (RFC 1483 Routed) section.

Ip Interface
Refer to Advanced (RFC 1483 Routed) section.

Tcp Mss Clamp
Refer to Advanced (RFC 1483 Routed) section.

Rip Versions
Refer to Advanced (RFC 1483 Routed) section.

NAT
Refer to Advanced (RFC 1483 Routed) section.
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@ RFC 1483 Bridged Connections

& Status WAN connections: RFC 1483 bridged
© Quick Start
V Configuration Descrigtion RFC 1483 bridged rmode
= LAN
7 WAN VRl il
IZP Vs 0
DS
b= System Encapsulation method: LlcBridged v
z Gg;wall LicBridged |
b= Virtual Server Apply VehuxBridged
b= Advanced
© Save Config to FLASH
© Logout
Language
English

VPI and VCI: Enter the information provided by your ISP.

Encapsulation method: Select the protocol format, this is provided by your ISP.
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Advanced (RFC1483 Bridged)

”orﬁ' The Advanced configuration section is for troubleshooting purposes
only. Please DO NOT change these settings unless advised to by
your ISP’s technical support staff or your network administrator.

There are five items included in this Advanced Options section: Service, RFC 1483, Atm
Channel, Bridge Interface and Spanning Bridge Interface.

B Service

b Status WAN connections: 'rfc1483-1'
© Quick Start

¥V Configuration
= LAN
V WAN
ISP
DNS
b= System ‘Service' 'RFC1483 ‘Atm Channel' ‘Bridge Interface’ ‘Spanning Bridge Interface’
B Firewaii .
B VPN Service
= Virtual Server
b= Advanced

Options
© Save Config to FLASH

@ Logout Name Value
Creator WebAdmin

Language Description: |RFC 1483 bridged made

English

Service: The name of the creator and service, you can edit and change the name.

B Status WAN connections: 'rfc1483-1'
© Quick Start
¥V Configuration
= LAN
V WAN
ISP
DNS
= System ‘Sernvice' ‘RFC1483 ‘Atm Channel' ‘Bridge Interface’ ‘Spanning Bridge Interface’
B> Firewall
B> VPN RFC1483
= Virtual Server
= Advanced :
Options
© Save Config to FLASH
@ Logout Name Value
Made LIcBridged v
Language Enabled: true ¥
English + Termination

Mode (Encapsulation method): Select the protocol format. This is provided by your ISP.
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B Atm Channel

Refer to Advanced (RFC 1483 Routed) section.

E Bridge Interface

> Status WAN connections: 'rfc1483-1'

© Quick Start

¥V Configuration
= LAN
¥ WAN
ISP
DS
== System ‘Senice' 'RFC1483" ‘Atm Channel*
= Firewall .
B VPN Bridge Interface
= Virtual Server

&= Advanced

© Save Config to FLASH

‘Bridge Interface’ ‘Spanning Bridge Interface’

Options

© Logout Name Value
Ether Filter Type: | Al v
Language Part Filter: Al
English &6 Enahled false

Layer2Session

Ether Filter Type: Specify the type of ethernet filtering performed by the named bridge

interface.
All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoOE types of ethernet packets through the port.

Port Filter: Control the bridge’s forwarding and broadcasting behavior. It allows you to set

a portfilter on a bridge interface to determine which port or ports multicast and unknown
packets should be forwarded to.
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I Spanning Bridge Interface

B Stats WAN connections: 'rfc1483-1'
@ Quick Start
¥ Configuration
&= LAN
¥V WAN
ISP
DS
= System ‘Berice' ‘RFC1483" ‘At Channel'
= Firewall . .
B VPN Spanning Bridge Interface
= Virtual Server
b= Advanced "
Options
@ Save Config to FLASH
@ Logout Name Value
Enabled:  f3lze »
Language Priority 128
English [+ Path Cost: |4

{Spanning Bridge [nterface:

Priority: Set the spanning tree protocol priority. Where two bridges have the same priority,
their MAC address is compared and the smaller MAC address is treated as the most
significant. A value that assigns priority to the bridge: the lower the priority number, the
more significant the bridge becomes in protocol terms. The priority can be any value (in

seconds) between 0 and 65535.
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@ PPPoA Routed Connections

B~ Status WAN connections: PPPoA routed
© Quick Start
¥V Configuration Description PPPoA Routed
= LAN
V WAN VP 0
ISP WC: 0
DNS
- System HAT Enable v
E= Firewall T X
= VPN sername:
&= Virtual Server Passward:
k= Advanced
© Save Config to FLASH Use the following IP address: (0.0.0.0" reans Dbtain an IP address automatically)
© Logout Authentication Protocal Chap(futa) +
PPPoA Connection Always On v
Language User ldle Timeout (in minutes): |g
English +
Apply

Description: User-definable name for the connection.

VPI/VCI: Enter the information provided by your ISP. The default for Australian ISPs is
VPI=8, VCI=35.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This will usually be in the format of
“‘username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will
provide you the information. Maximum input is 20 alphanumeric characters.

PPP Authentication Protocol Type: Default is Auto.

® Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

® Connect to Demand: If you want to establish a PPPoA session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer attempts
to access the Internet).

User Idle Timeout (in minutes): Auto-disconnect the broadband firewall gateway when
there is no activity on the line for a predetermined period of time.
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Advanced (PPPoA)

”07-5' The Advanced configuration section is for troubleshooting purposes
only. Please DO NOT change these settings unless advised to by your
ISP’s technical support staff or your network administrator.

There are nine items included in this Advanced Options section: Service, PPP, Atm Channel,
Ip Interface, Tcp Mss Clamp, Rip Versions and NAT.

E Service
B Status WAN connections: 'ppp-0'
@ Quick Start
¥V Configuration
= LAN
¥ WAN
ISP
DS
k= System ‘Senice’ PPF At Channel’ I Interface’ Tep Mss Clamp' 'Rip Wersions' AT
k= Firewall .
B VPN Service

O Virtual Server
&= Advanced

© Save Config to FLASH
@ Logout Name Value
Creator: YebAdmin

Options

Language Description: | pppeaA Routed

English '+

Service: The name of the creator and service, you can edit and change the name.

E PPP
Refer to Advanced (PPPoE) section.

B Atm Channel
Refer to Advanced (RFC 1483 Routed) section.

E Ip Interface
Refer to Advanced (RFC 1483 Routed) section.

B Tcp Mss Clamp
Refer to Advanced (RFC 1483 Routed) section.

B Rip Versions
Refer to Advanced (RFC 1483 Routed) section.

E NAT
Refer to Advanced (RFC 1483 Routed) section.
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@ IPoA Routed Connections

[= Status

o Quick Start WAN connections: IPoA routed
¥ Configuration o
= LAN Desctiption: IPoA routed
¥ WAN X
=P WP i
DS Wl
= System s
= Firewall TAT: Enable +
= VPN A . . )
© Virtual Server @ Obtain an IP address automatically via DHCP client
B Advanced O Use the following IP address
© Save Config to FLASH IP Address:
© Logout Netmashk:
Gateway:
Language
English Apply

Description: User-definable name for the connection.

VPI/VCI:. Enter the information provided by your ISP. The default for Australian ISPs is
VPI=8, VCI=35.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

DHCP client: Enable or disable the DHCP client, specifying if the router can obtain an IP
address from the Internet Service Provider (ISP) automatically or not. Please click Obtain
an IP address automatically via DHCP client to enable the DHCP client function or click
Specify an IP address to disable the DHCP client function, and specify the IP address
manually. The setting of this item is specified by your ISP.
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Advanced (IPoA Routed)

”orf;' The Advanced configuration section is for troubleshooting purposes
only. Please DO NOT change these settings unless advised to by your
ISP’s technical support staff or your network administrator.

There are nine items included in this Advanced Options section: Service, PPP, Atm Channel,
Ip Interface, Tcp Mss Clamp, Rip Versions and NAT.

B Service

b~ Status WAN connections: 'ipoa-0'
@ Quick Start

V Configuration
= LAN

¥ WAN
ISP
DS
= System 'Service’ PoA ‘Atm Channel’ ‘Ip Interface’ Tep Mss Clamp' 'Rip Wersions' AT
= Firewall .
B VPN Service
&= Virtual Server
= Advanced .
Options
@ Save Config to FLASH
@ Logout Name Value
Creator: b Admin
Language Description: ||Po4 routed
English |+

Service: The name of the creator and service, you can edit and change the name.

b= Status WAN connections: 'ipoa-0'
@ Quick Start
¥V Configuration
= LAN
¥ WAN
ISP
DMS
> System 'Service' IPoA ‘Atm Channel' Tp Interface’ Tcp Mss Clamp'  Rip “Wersions' AT
= Firewall
&> VPN IPoA
= Virtual Server
b= Advanced .
Options
o Save Config to FLASH
© Logout Name Value
S false
Language Atrmarg: here
English 5 Lifetime: 50
Enabled true v
Termination:

SVC: Switched Virtual Channel (SVC) status (true or false).

Atmarp: ARP Server ATM details (Server IP address or ‘here’). The ATM ARP server you
want to use. If you want your local machine to be the ATM ARP server, type ‘here’. If you
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want another machine to be the ATM ARP server, type the ATM-address of that machine.

Lifetime: Set idle time-out for IP over ATM SVCs. If there is no traffic on an SVC for this
period, then it will be disconnected.

E Atm Channel
Refer to Advanced (RFC 1483 Routed) section.

E Ip Interface
Refer to Advanced (RFC 1483 Routed) section.

B Tcp Mss Clamp
Refer to Advanced (RFC 1483 Routed) section.

E Rip Versions
Refer to Advanced (RFC 1483 Routed) section.

E NAT
Refer to Advanced (RFC 1483 Routed) section.
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B DNS
= Status DNS
© Quick Start
¥V Configuration .
& LAN Primary DNS P Address:
Vlg\;‘AN Secondary DNS IP Address:
b Systom

= Firewall

k= VPN

© Virtual Server
b= Advanced

@ Save Config to FLASH
@ Logout

Language
English

A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. On the Internet, every host has a unique and user-friendly name (domain
name) such as www.billion.com.au and an IP address. An IP address is a 32-bit number in
the form of xxx.xxx.xxx.xxx, for example 192.168.1.254. You can think of an IP address as
a telephone number for devices on the Internet, and the DNS will allow you to find the
telephone number for any particular domain name. As an IP Address is hard to remember,
the DNS converts the friendly name into its equivalent IP Address.

You can obtain a Domain Name System (DNS) IP address automatically if your ISP has
provided it when you logon. Usually when you choose PPPoE or PPPoA as your WAN -
ISP protocol, the ISP will provide the DNS IP address automatically. You may leave the
configuration field blank. Alternatively, your ISP may provide you with an IP address of
their DNS. If this is the case, you must enter the DNS IP address.

If you choose one of the other three protocols — RFC1483 Routed/Bridged and IPoA
check with your ISP, it may provide you with an IP address for their DNS server. You must
enter the DNS IP address if you set the DNS of your PC to the LAN IP address of this
router.
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System

There are six items within the System section: Time Zone, Remote Access, Firmware
Upgrade, Backup/Restore, Restart Router and User Management.

B Time Zone

= Status M
o Quick Start
V Configuration & Enable © Disable
= LAN
= WAN Time Zane List: ® By City & By Time Difference
V System
Time Zone Select a Mew Local Time Zone (+UTC/GMT time):
Remote Access I(GMT+1D:DD)Canberra, Melbourne, Sydney j
Firmware Upgrade
Backup/Restore Enter new SNTP Server IP Address: |140.1E2.8.3
Restart Router
User Management | j
= Firewall
= VPN . . . .
v
o Virtual Server M automatically adjust clock for daylight saving changes
L2 L = Resync Pall Interval IMle minutes Sync Mow | |
© Save Config to FLASH
© Logout Apnly | Cancel |

Language
IEninsh 'I

The router does not have a real time clock on board; instead, it uses the Simple Network
Time Protocol (SNTP) to get the current time from an SNTP server outside your network.
Choose your local time zone, click Enable and click the Apply button. After a successful
connection to the Internet, the router will retrieve the correct local time from the SNTP
server you have specified. If you prefer to specify an SNTP server other than those in the
drop-down list, simply enter its IP address as shown above. Your ISP may provide an
SNTP server for you to use.

Resync Poll Interval (in minutes) is the periodic interval the router will wait before it re-
synchronizes the router’s time with that of the specified SNTP server. In order to avoid
unnecessarily increasing the load on your specified SNTP server you should keep the poll
interval as high as possible — at the absolute minimum every few hours or even days.
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[ Remote Access

B> Staws Remote Access
© Quick Start
¥ Configuration From this page you may temporarily permit remote administration of this network device
= LAN
= WAN
V System Enable Remote Access
Time Zane
Remoie Accesd Allaw access for 30 minutes.
Firrrmwrare Upgrade
Backup/Restare

Restart Router
User Management
= Firewall
= VPN
© Virtual Server
k= Advanced

© Save Config to FLASH
© Logout

Language
English +

To temporarily permit remote administration of the router (i.e. from outside your LAN),
select a time period the router will permit remote access for and click Enable. You may
change other configuration options for the web administration interface using Device
Management options in the Advanced section of the GUI.

If you wish to permanently enable remote access, choose a time period of 0 minutes.
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B Firmware Upgrade

Firmware Upgrade

[= Status

) 2l g0 From this page you may upgrade the system software on your network device
V Configuration

= LAN

= WAN

V System Select Update File

Time Zone Mewe Firmware Image | Browse... |

Remate Access
Firmmware Upgrade

Backup/Restore
Hestarfl?nuter MI
User Management

[= Firewall

= VPN

C Virtual Server
= Advanced

© Save Config to FLASH
© Logout

Language
IEninsh 'l

Your router’s “firmware” is the software that allows it to operate and provides all its
functionality. Think of your router as a dedicated computer, and the firmware as the
software it runs. Over time this software may be improved and modified, and your Billion
router allows you to upgrade the software it runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have
downloaded to your PC. Once the correct file is selected, click Upgrade to update the
firmware in your router.

Please note: Australian users should only download new firmware updates from the
Australian Billion website at www.billion.com.au — be sure you download and attempt to
install firmware updates for your specific model of router.
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B Backup / Restore

Configuration Backup/Restore

= Status
(U I This page allows you to backup the configuration settings to your computer,
v or restare configuration frorm your computer,
= LAN
= WAN
V System Backup Configuration
Time Zone
Remaote Access Backup configuration to your computer.
Backup |
Uzer Management
- Firewall Restore Configuration
= VPN
© Virtual Server Restare configuration from a previously saved file.
B Advanced Configuration File Browse...
© Save Config to FLASH
® | ogout “Restore” will overwrite the current configuration and restart the device. If you want to

keep the current configuration, please use "Backup” first to save current configuration.

Language M
IEninsh vl

These functions allow you to save and backup your router’s current settings to a file on
your PC, or to restore a previously saved backup. This is useful if you wish to experiment
with different settings, knowing that you have a backup handy in the case of any mistakes.
It is advisable to backup your router’s settings before making any significant changes to
your router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also
change the name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings
files that have been generated by the Backup function, and that were created when using
the current version of the router’s firmware. Settings files saved to your PC should
not be manually edited in any way.

After selecting the settings file you wish to use, pressing Restore will load those settings
into the router.
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[ Restart Router

[= Status

0
v

Quick Stant

Configuration

B LAN

E= WAN

¥V System
Time Zane
Remote Access
Firmweare Lpgrade
Backup/Restore

= Firewall

= VPN

@ Virtual Server
= Advanced

Save Config to FLASH

Lagout

Language
IEninsh 'l

Restart Router

From this page you may restart your router

After restarting, please wait for several seconds to let the system
come up. If you would like to reset all configuration to factory
default settings, please check the following box:

" Reset to factory default settings

Restart Router |

Click Restart Router to reboot your router (and restore your last saved configuration). If
you wish to restart the router using the factory default settings (for example after a
firmware upgrade or if you have saved an incorrect configuration), check the Reset to
factory default settings box first.

You may also reset your router to factory settings by holding the small Reset pinhole

button on the back of your router in for 10-12 seconds whilst the router is turned on.
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E User Management

b Status User Management

o Quick Start

Currently Defined Users
¥V Configuration
= LAN Valid | User | Comment
= WAN
¥ System true | admin | Default admin user | Edit...
Titme Lone
Remote Access
Firrreare Upgrade Create...
Backup/Hestore

= VPN
@ Virtual Server
= Advanced

© Save Config to FLASH
@ Logout

Language
IEninsh 'l

In order to prevent unauthorized access to your router’s configuration interface, it requires
all users to login with a password. You can set up multiple user accounts, each with their
own password.

You are able to Edit existing users and Create new users who are able to access the
device’s configuration interface. Once you have clicked on Edit, you are shown the
following options:

User Management: Edit User 'admin’

[= Status
o Quick Start Details for user "admin’
V¥ Configuration
= LAN Username: admin
%FWAN Password: |m-m
System )
Time fone Walid Itrue vl

Remote Access
Firrmware Upgrade
Backup/Restore
Restart Router Apply | Reset | Cancel |
User Management

= Firewall

= VPN

O Virtual Server

= Advanced

O Save Config to FLASH
O Lagout

Language
IEninsh 'I

You can change the user’s password, whether their account is active and Valid, as well
as add a comment to each user account. These options are the same when creating a
user account, with the exception that once created you cannot change the username. You
cannot delete the default admin account, however you can delete any other created
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accounts by clicking Delete when editing the user.

You are strongly advised to change the password on the default “admin” account when
you receive your router, and any time you reset your configuration to Factory Defaults. By
default this password is “admin”.
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Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet access
from your LAN, as well as helping to prevent attacks from hackers. In addition to this, when
using NAT (Network Address Translation. Please see the WAN configuration section for more
details on NAT) the router acts as a “natural” Internet firewall, as all PCs on your LAN will use
private IP addresses that cannot be directly accessed from the Internet.

- ' . =
Router
Access Control Firewall

» Unautharized users &
applications —_—

« Unwanted website
access

= Unauthorized users &
A pplications
= Malicious attacks

i - NAT
- Packet filter .
~ MAC filter - Packet filter

= Intrusion Detection
« Blacklisting

= URL filter

Firewall & Filter

Firewall: Prevents access from outside your network. The router provides three levels of
security support:

NAT natural firewall: This masks LAN users’ IP addresses which are invisible to outside users
on the Internet, making it much more difficult for a hacker to target a machine on your network.
This natural firewall is on when NAT function is enabled.

”07‘5 ’ When using Virtual Servers your PCs will be exposed to the degree
specified in your Virtual Server settings provided the ports specified are
opened in your firewall packet filter settings.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules to
prevent unauthorized computers or applications accessing your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent and log malicious attacks.
Access Control: Prevents access from PCs on your local network:

Firewall Security and Policy (General Settings): Outbound direction of Packet Filter rules to
prevent unauthorized computers or applications accessing the Internet.

MAC Filter rules: To prevent unauthorized computers accessing the Internet.
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URL Filter: To block PCs on your local network from unwanted websites.

You can find six items under the Firewall section: General Settings, Packet Filter, Intrusion
Detection, MAC Address Filter, URL Filter and Firewall Log.
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B General Settings

You can choose not to enable Firewall, to add all filter rules by yourself, or enable the
Firewall using preset filter rules and modify the port filter rules as required. The Packet
Filter is divided into two sections: Port Filters and Address Filters, used to filter packets
based-on Applications (Port) or IP addresses.

There are four options when you enable the Firewall, they are:

@ All blocked/User-defined: no pre-defined port or address filter rules by default,
meaning that all inbound (Internet to LAN) and outbound (LAN to Internet) packets
will be blocked. Users have to add their own filter rules for further access to the
Internet.

@ High/Medium/Low security level: the pre-defined port filter rules for High, Medium
and Low security are displayed in Port Filters of Packet Filter.

Select either High, Medium or Low security level to enable the Firewall. The only
difference between these three security levels is the preset port filter rules in the Packet
Filter. Firewall functionality is the same for all levels; it is only the list of preset port filters
that changes between each setting.

If you choose of the preset security levels and then add custom filters, you may
temporarily disable the firewall and recover your custom filter settings by re-selecting the
same security level.

b~ Statis General Settings
O Qulck Starl
¥ Configuration Firewall Securlty: ) Disable
E= LAN Select either High, Medium or Low
B> WAN & Enable
= 5
- Firseall Poliy:
DAl blac kedAser defined
Inrusinn Dietection CHigh securiy lene|
WA Address Filter O Medium sacurily level
LIRL Filtar &1 Low aecurily leval

k= VPN

L St t £ [Fsome applications cannod work after enabling Firewall, please check i Packet Fifler
@ Save Conflg to FLASH espacially Port Fitter rules. For examyple, addimg [TCPA43, outbornd sfowed) wilf let HTTPS dabs

a Logoul ge gh £ )

Language
Enplish Fireweall Logging: []Eneble Blocking Log
[CJEneble Intruzion Log

When the Firewall is enabled, you can also enable the Firewall Logging function. The
Firewall Logs can be viewed via the Status — Event Log section of the web interface.
Please see the Status section of this manual for more information. If you encounter any
access problems with the Firewall enabled, you can check this log to identify whether the
problem is caused by the Packet Filter rules or not. Any time a connection attempt is
blocked by the firewall a corresponding entry will appear in the Event Log to assist in
troubleshooting and firewall port filter configuration.
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B Packet Filter

b~ Status Packet Filter

< Quick Start

¥ Configuration Type Configuration Note
; I\;\f‘AN external | Port Filters... @ | Address Filters... @ | 1. By default, all protocol types and TCRAJDP ports are blocked.
B> System <> 2. Only the listed IP addresses are blocked
¥ Firewall internal

General Settings
FPacket Filter
Intrusion Detection
AL Address Filter
URL Filter

= VPN

2 Virtual Server

[= Advanced

@ Save Config to FLASH
< Logout

Language
English
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& Port Filters

The pre-defined port filter rules for High, Medium and Low security levels are listed below.

Port Number Firewall - High Firewall - Medium Firewall - Low

Application | Protocol

Start End |Inbound |Outbound |Inbound |Outbound [Inbound |Outbound

HTTP(80) | TCP(6) 80 80 NO YES NO YES NO YES
DNS (53) | UDP(17) 53 53 NO YES NO YES YES YES
DNS (53) | TCP(6) 53 53 NO YES NO YES YES YES
FTP(21) TCP(6) 21 21 NO NO NO YES NO YES
Telnet(23) | TCP(6) 23 23 NO NO NO YES NO YES
SMTP(25) | TCP(6) 25 25 NO YES NO YES NO YES
POP3(110) | TCP(6) 110 110 NO YES NO YES NO YES
NEWS(119) | TCP(6) 119 119 NO NO NO YES NO YES
Re(’%%‘;"o ubr(7) | 7070 |7070| NO NO YES YES YES YES
PING ICMP(1) | N/A N/A NO YES NO YES NO YES
H.323(1720) | TCP(6) | 1720 | 1720 NO NO NO YES YES YES
T.120(1503) | TCP(6) | 1503 | 1503 NO NO NO YES YES YES
SSH(22) TCP(6) 22 22 NO NO NO YES YES YES
NTP(123) | UDP(17) | 123 123 NO YES NO YES NO YES
HTTPS(443)| TCP(6) 443 443 NO NO NO YES NO YES
ICQ (5190) | TCP(6) | 5190 | 5190 NO NO NO NO YES YES

Inbound: Internet to LAN, Outbound: LAN to Internet.
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@ Address Filters

Address Filters are used to block traffic to/from particular IP addresses. They can be used
to block IP addresses either on the Internet or on your local network. There are no pre-
defined address filter rules; you can add the filter rules to meet your requirements. There
are two kinds of address filters, one is inbound, the other is outbound. The rules can be
set to prevent unauthorized users (hosts or network) to access the Internet from LAN
(outbound) and/or access LAN from the Internet (inbound).

Host IP Address: This is the IP address you wish to block access to or from.
Host Subnet Mask: This is the subnet mask for the IP address range you wish to block.

Direction: Whether you want to block access to the Internet (“outbound”), from the
Internet (“inbound”) or both to and from the Internet (“both™).

Tip: To block access to/from a single IP address, enter that IP address as the Host IP
Address and use a Host Subnet Mask of “255.255.255.255".
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Example: Configuring your firewall to allow for a publicly accessible web server
on your LAN

The pre-defined port filter rule for HTTP (TCP port 80) is the same no matter whether the
firewall is set to a high, medium or low security level. The default setting for HTTP allows
outbound access, but not inbound access. To setup a web server located on the local network

when the firewall is enabled, you have to configure the Port Filters setting for HTTP.

As you can see from the diagram below, when the firewall is enabled with one of the three
presets (Low/Medium/High), inbound HTTP access is not allowed.

Configuring Packet Filter

1.

b= Status
a Quick Start

¥ Configuration
= LAN
= WWAN
[ System

T Firewall
AR atting

Packet Filter

ritruzion Dete ction
MM Address Filter
LIRL Fiftar

- ¥PH

b= Advanced

@ Sowe Config to FLASH
@ Logout

Language
English_ b

B Salm
0 Quick 5tart

HN: A:Id Fi
URL Fikar

0 5awve Cosfig bo FLASH

O Logaout

Lenquage
Englak

oF
iher

HTTP application

on Fllers
ype | Start | End | Inbound | Outbound

EED s

53
53
2
23
25
10
13
70701
s,
1720
1903
22

443

53 [t
83 |true
21 false
23 |false
25 |false
110 | fal=e
118 | false
TO7O | truae
M, | false
1720 | true
1803 | true
22 |tne
113 |fal=e
443 |fal=e

Click Port Filters

Type

exlemal | Port Files...«fy |Address Fikers... 3 | 1. By default, 5l grotocol typse and TCR/UDF pors &\ blockid.

trug
trug
true
true
true
true
trug
trug
trug
true
true
true
true

true

Pont Filters

Cialate... @

Dialate...
Dalate...
Delete...
Delete...
Delete...
Dielete...
Cimlete...
Dialate...
Dalate...
Delete...
Delete...
Delete...
Dielete...

Dalete...

Configurition

(- - - - - - - - - - - - -

Hot allowed for Inbound
{Intemet to LAH)} applic ation

Click Packet Filter - you will get the following page:

Packet Filter

Hots

2. Only 1he liz=dIP addre==es are blocked
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2. Click Port Filters. You will then be presented with the pre-defined port filter rules screen (in
this case for the low security level), shown below:

b= Status Port Filters
@ Quick Start
¥ Configurafion Pon Flhare
> LAN Tyve | Start | End | Inbound | Outbound
= WAN YPE nd | Inbound | Quiboun
- System B 80 |80 |false true Dislatp. . ) s Cli: k D et
T Firewall
anaral Sattinge 17 |83 |63 [thue trus Cialate...
Packet Filtar
Iritrusinn Deta ction E 5] 83 |thue trug Dalate.. @@
M Address Filter
LIRL Filter B 21 21 | false true Delete...
= ¥PN
= Advanced E 23 23 |false true Celete... @
Q0 Sove Config to FLASH B 25|45 false true Delete. @
9 Legout E |10 (110 |faize  |tne Delete... @
E a9 |19 |false trus Dialete...
Lanpusge
English V| 177070 | FOPO | thae trus Cialate... @
1 MAA | MR | false true Dalete... @
E 1720 | 1720 | trae true Delete.. @3
E 1803 | 1603 | trae true Delete.. @3
B 282 |tne true Delete.. @
17 13 131 |fal=e true Delete... @
B 443 (443 | fal=e true Delete... @

3. Click Delete to delete the existing HTTP rule.

4. Click Add TCP Filter.

b ad a4 true 1rue Lelete... iy
= Stans
© Qulck Starl B 21 21 false rug Delete...
¥ Canflguratlan B 23 |23 |false e Delete... £y
b+ LAN
= WAN B 25 |35 false 1rue Celete...
> System
¥ FEirewall B 110 110 | false rue Delete... iy
Ganeral Sattings
Pack_et Filtar B 119 119 falze rug Delete... 3
troeToTT EetECTinn
AL Addraes Filter 17 7070 | 7070 | true 1rua Delete... [y
LIRL Filter 1[N HA false e Delete.. @
[+ VPH
B> Mdvanced B 1720 1720 | tue frue Dielete... €3
®: Save Conflg o FLASH E 1603|1503 [tus  |irus Delets... @
o Logout
B 22 |22 tue rua Daleta... iy
Language v 123|133 [false irua Daleta... iy
English 8 B 443 |43 |falss  |ius Delsts... @

add TCP Filter, nq— Click Add TCP Filter
Add LIOF Filtar...Q
Add Ravr [P Filter...

Retum...
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5. Input the port number (80) and set both Inbound & Outbound to Allow.

> Stabus Firewall Add TCP Port Filter

Ouiek Start

T Coenfigurntion Transport Pant Range Directien
zt::ﬂ Type Start End Inbound | Quthound

b- Sysiem TR =1 B0 Mlow v || Allow
¥ Firewall

Zaneral Sattings \ T
Packel Fitter
Apply Input HTTP port numiyer

oo EreteTiion
&z Addrags Filtar Select Allow
LURL Filter Raturm...
k- VPN
= Adwancad

© Save Config to FLASH
@ Logout

o

Language
English |

6. The new port filter rule for HTTP is shown below:

o 21 (21 ieies U L. g
= Status
O Ouick Start B jc} 23 |falea trua Daleta. ..
¥ Configuration b & |25 |felse true Delete.. £n
= LAN
= WAN g 10|10 | felse trug Delete... €x
L= 5
7 pe B |12 |19 [false |t Delete. . g
energl Settings
Packet Fiffer 17 7070 | 7070 | trus trug Dalota... £y
IFEriTsIan Detaction
MAD P_«ddress Fitter 1 MEL | A fales trua Daleta. ..
URL Filter B 1720 | 1720 | true true Delete... @
= VPN
= Arvancad B 15803 | 1503 | true true Delete... x
Lo s (SRl s L B & |32 true trua Delata. .. g
 Lagout
17 123|123 | fales trua Daleta...
Language B 443|443 | felse true Celete... 3
English |» [ B B0 |true true Delete.. @

Add TCP Filter... gy \_

Add UDP Filer.. @ HTTP inbound & outhowund application

Add Raw [P Filtar. @

Return... @y
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7. Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests
on port 80 will be forwarded to the PC running your web server:

Virtual Server

Enable | Application Protocol |Port IP Address
o |FTe TCP 21 192.168.2
m [Telnet TCP 22 192.168.2
o |emTP TCP 25 192.168.2]

(T |HTTP TP |80
- |Por3 TCP 110 192.168.2]
R NSE TCP 119 192.168.2]
o |nTP UDP  |123 192.168.2]
O |HTTRS TCP  |443 192.168.2
O |IkE UDP 500 192.168.2]
o [T120 TCP 1503 192.168.2]
o [H323 TCP ‘1720 192.168.2]

To enable the HTTP service in Virtual Server settings, input the web server PC’s IP
address.

Tip: If you wish to setup permanent remote management of your router, you may enter
the router’s IP instead.
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I Intrusion Detection

= Status Intrusion Detection
@ Qulck Starnl
T Configuratlon Enahls trua W
= LAN
= VUAN =3¢ Blackiat g
= Systam Use Victim Frotaction tua (W
¥ Flrowall
Genaral Sattings Wictim Protecton Bleck Duratdoen FI0 enrconds
OS Amack Block Duration 1500 erronds
Fl A7 EdAraES Filler Secan Arack Block Duratloen
URL Filter EallEE ol
= VPN Maximum TCP Open Hendshaking Count | per sacond
@ Virual Servar
= Advanced Maximum Ping Count 15 per sacond
© Sawe Conflg to FLASH Maximum ICMF Count LLi] per sacond
& Logout
Languaga
Englizh = Clear Blacklist

The router’s Intrusion Detection System (IDS) is used to detect hacker attacks and
intrusion attempts from the Internet. If the IDS function of the firewall is enabled, inbound
packets are filtered and blocked depending on whether they are detected as possible
hacker attacks, intrusion attempts or other connections that the router determines to be
suspicious.

Blacklist: If the router detects a possible attack, the source IP or destination IP address
will be added to the Blacklist. Any further attempts using this IP address will be blocked for
the time period specified as the Block Duration. The default setting for this function is
false (disabled). Some attack types are denied immediately without using the Blacklist
function, such as Land attack and Echo/CharGen scan.

Block Duration:

@ DoS Attack Block Duration: This is the duration for blocking hosts that attempt a
possible Denial of Service (DoS) attack. Possible DoS attacks this attempts to block
include Ascend Kill and WinNuke. Default value is 1800 seconds.

@ Scan Attack Block Duration: This is the duration for blocking hosts that attempt a
possible Scan attack. Scan attack types include X’'mas scan, IMAP SYN/FIN scan
and similar attempts. Default value is 86400 seconds.

@ Victim Protection Block Duration: This is the duration for blocking Smurf attacks.
Default value is 600 seconds.
Victim Protection: If enabled, IDS will block Smurf attack attempts. Default is false.

Max TCP Open Handshaking Count: This is a threshold value to decide whether a SYN
Flood attempt is occurring or not. Default value is 100 TCP SYN per seconds.
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Max PING Count: This is a threshold value to decide whether an ICMP Echo Storm is
occurring or not. Default value is 15 ICMP Echo Requests (PING) per second.

Max ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not.
Default value is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event
Log. It can not protect against such attacks.

Table 1: Hacker attack types recognized by the IDS

Type of Dro
Intrusion Name |Detect Parameter|Blacklist Block P Show Log
. Packet
Duration
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP
WinNuke Port 135, 137~139,| SrcIP DoS Yes Yes
Flag: URG
ICMP type 8 Victim
Smurf Des IP is broadcast Dst IP Protection Yes Yes
Land attack SrclP = DstIP Yes Yes
UDP Echo Port and
Echo/CharGen Scan CharGen Port Yes Yes
Echo Scan UDP Dst Port = Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’'mas Tree Scan TCP Flag: X’mas Src IP Scan Yes Yes
IMAP TCP Flag: SYN/FIN
SYN/EIN Scan DstPort: IMAP(143)| Src IP Scan Yes Yes
SrcPort: 0 or 65535
TCP,
SYN/FIN/RST/ACK |No Existing session
Scan And Scan Hosts Src 1P Scan Yes Yes
more than five.
TCP
No Existing session
Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,12346, 3456
. UDP, DstPort =
Back Orifice Scan Orifice Port (31337) SrclP Scan Yes Yes
Max TCP Open
SYN Flood Handshaking Count Yes
(Default 100 c/sec)
Max ICMP Count
ICMP Flood (Default 100 c/sec) Yes
Max PING Count
ICMP Echo (Default 15 c/sec) Yes

Src IP: Source IP Src Port: Source Port
Dst Port: Destination Port Dst IP: Destination IP
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Example: Logfile entries for attacks detected by the firewall’s IDS

Attacked with a TCP packet/Port 1052 from source IP: 64.152.73.206:

¥ Status Event Log
ARP Table
DHCP Table
PPTP Status =
iZosd omer [ R — system log buffer head --------------
Email Status Esisting Session Somebody want to communicate with Router
Event Log
Error Log :31:30 homs.gateway:firewall:info: Blocked Prot=6, 64.152.73. T
© UPhP Portmap D.176.206:1052, AF Seg=-777651151, Ack=-4%0416013 -MNo Existing Sessio
© Quick Start

Sep 18 20:31:30 home.gateway:firewall:info: Blocksd Prot=1/8/0, 61.230.213.27 >

McontigHiatiog 61.230.176.206 -Port Filter Defense

@ Save Config to FLASE

o Logout Sep 18 20:31:31 howe.gateway:firewall:info: Blocked Prot=6, 64.152.73.206:80 >
61.230.176.206:1052, AF Seq=-777651151, Ack=-4%90416013 -No Existing Session

Language Sep 18 20:31:33 home.gateway:firewall:info: Blocked Prot=6, 64.152.73.206:80 >
English 'l 61.230.176.206:1052, AF Seq=-777651151, Ack=-4%90416013 -No Existing Session

Sep 18 20:31:37 howme.gateway:firewall:info: Blocked Prot=6, 64.152.73.206:80 >
61.230.176.206:1052, AF Seg=-777651151, Ack=-420416013 -No Existing Session LI

Refresh Clear

Attacked by ICMP PING requests:

v Status Event Log
ARP Table Somebody ping The Router
DHCP Table

PPTF Status
IPSec Status
Email Status
Ewent Log
Error Log

@ UPnP Portmap

© Quick Start

= Configuration

o Save Config to FLASFE
o Logout

Language

English vi

Sep 18 20:32:23 howe.
Sep 18 20:32:25 howms.
61.230.176.206 -Port

Sep 18 20:32:22 home.
61.230.176.206 -Port

Sep 18 20:32:42 howe.
61.230.176.206 -Port

Sep 18 20:32:46 home.
61.230.176.206 -Port

Sep 18 20:33:08 howe.

1 ann e ane

> 01,2500 76,206 T35, AFF

packet

cq=201Z67217T, AckE=-380400747 -Ho Ex1sTing Session :]
ICMP pack

Source [P

pateway:firewall:info: Blocked(Prot=1/8/0,<202.103.100.245>

>-Por[ Filter Defense
Destinafion IF

pateway:firewall:info:

Filter Defense

gateway:firewall:info:

Filter Defense

gateway:firewall:info:

Filter Defense

gateway:firewall:info:

Filter Defense

pateway:firewall:info:

Blocksed Prot=1/8/0,

Blocked Prot=1/8/0,

Blocked Prot=1/8/0,

Blocked Prot=1/8/0,

Blocked Pret=1/8/0,

61.230.228.193 »
61.230.225.171 >
61.22%.62. 166 =
51.230.254.248 »

61.134.32.214 > |

Refresh | Clear

Attacked by NetBIOS_NAME_SERVICE_PORT packet from the source IP address
200.68.76.177 to port 137 (a netbios_ns port):

v Status Event Log
ARP Table
DHCP Table

TOWC T B TO Wy s L T T OWE T T IO T

PPTF Status
IPSec Status

TCO T TOT=T TUTTCO TS T
-

T eca
61.230.176.206 -Port Filter Defense NetB|OstAME78ERV|CEJDyT

E;”e?'t‘ Eéatua [Sep 18 20:36:07 home.gatoway:firewall: info: Blocked Prot=17, 200.68.76.177.1026
ErrorLog > 61.230.176.206:137 -Default Defense
@ UPnP Portmaj
. P Sep 18 20:36:35 homs.gddgway:firswall:info: Blocked Prot=1/8/0, 61.231.202.46 >
© Quick Start 61.230.176.206 -Port Filtet™Qelense Source IP address

netbios_ns port #

Sep 18 20:36:43 home.gateway:firewall:info: Blocked Prot=17, &1.74.46.190:21800
> 61.230.176.206:137 -Default Defense

= Configuration
o Save Config to FLASE
o Logout

Sep 18 20:37.10 home.gateway:firewall:info: Blocked Prot=1/8/0, 212.158.195.52 >

61.230.176.206 -Port Filter Defense
Language

English x| Sep 18 20:37:10 howe.gateway:firewall:info: Blocked Prot=1/8/0, 61.231.17.113 =

61.230.176.206 -Port Filter Defence

Sen 18 0-37-30 hnme catewav-firAwall-infn- Rlacked Prat=1/8/0 Al 231 154 215 » Ll

Refresh | Clear
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B MAC Address Filter

A MAC (Media Access Control) address is the unique network hardware identifier for each
PC on your network’s interface (i.e. its Network Interface Card or Ethernet card). Using
your router’'s MAC Address Filter function, you can configure the switch to only accept
traffic from specified machines, or else to block specific machines from accessing your
LAN.

There are no pre-defined MAC address filter rules; you can add the filter rules to meet
your requirements

b Status MAC Address Filter

© Quick Start

¥ Configuration © Enable @ Disable
e LAN
= WAN
p- System Far LAN inbound ethernet frames,
¥ Firewall
General Settings
Packet Filter MAC Address

I ]
MAC Address Filter [00:00:00:00:00:00

URL Filter
e VPN I
o Virtual Server
e Advanced

l
o Save Config to FLASF |
I

only the following Source MAC Address(es) are ¢ Allowed @ Blocked

o Logout
Language
English =] Apply

Enable/Disable: To enable or disable the MAC Address Filter function.

Allowed/Blocked: To allow or block the following MAC addresses to surf outside network
only. If you check Allowed, please be sure your PC’s MAC address is listed. If you check
Blocked, please be sure your PC’s MAC address is not listed.

MAC Address: There are 10 entries to enter the MAC addresses you want manage.
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B URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.billion.com.au/
or http://www.example.com/) filter rules allow you to prevent users on your network from
accessing particular websites by their URL. There are no pre-defined URL filter rules; you
can add filter rules to meet your requirements.

b~ Status URL Filter
o Quick Start
¥ Configuration
= LAN T Enable @ Disable
= WAN & Always Block
= System ~
¥ Firewall Block from [00=] : |oo =] tofooj=] ;|00 x]
General Settings [Sunday  =|to[Sunday |
Packet Filter
Intrusion Detection : ’
MAC Address Filter [T Keywords Filtering Details... @
URL Filter ™ Domains Filtering Details... @
o VFN © Disable all WEE traffic except for Trusted Domains
o Virtual Server
= Advanced [ Enable Blocking Log
@ Save Config to FLASF
o Logout Apply | Cancel |

Enable/Disable: to enable or disable URL Filter feature.
Always Block: Select to always check the URL filter rules (i.e. at all hours of the day).
Block from: Specify the time period to check the URL filter rules (e.g. during work hours).

Keywords Filtering: Allows blocking by specific keywords within a particular URL rather
than having to specify a complete URL (e.g. to block any image called “advertisement.gif”).
When enabled, your specified keywords list will be checked to see if any keywords are
present in URLs accessed to determine if the connection attempt should be blocked.
Please note that the URL filter blocks web browser (HTTP) connection attempts using port
80 only.

For example, if the URL is http://www.billion.com.tw/abcde.html, it will be dropped as the
keyword “abcde” occurs in the URL.

b Status URL Filter - Keywords Filtering

o Quick Start

¥ Configuration Block WEE URLs which contain these keywiords
&= LAN
= WAN
= System
¥ Firewall itern0 | abcde Delete... 0

Name | Keyword

General Seftings
FPacket Filter

Intrusion Detection Create.. 0

MAC Address Filter

URL Filter Return... o
= VPN

o Virtual Server
&= Advanced

© Save Config to FLASF
o Logout
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Domains Filtering: This function checks the domain name in URLs accessed against
your list of domains to block or allow. If it is matched, the URL request will be sent (Trusted)
or dropped (Forbidden). The checking procedure is :

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the
connection attempt is sent to the remote web server.

2. If not, check if it is listed in the forbidden list, and if present then the connection
attempt is dropped..

3. If the packet does not match either of the above two items, it is sent to the remote web
server.

4. Please be note that the domain only should be specified, not the full URL. For
example to block traffic to www.billion.com.au, enter “billion” or “billion.com.au” instead
of “www.billion.com.au”. In the example below, the URL request for www.billion.com.tw
will be sent to the remote web server because it is listed in the trusted list, whilst the
URL request for www.billion.com or www.billion.com.au will be dropped, because
billion.com is in the forbidden list.

b Status URL Filter - Domains Filtering
o Quick Start
¥ Configuration Domain |bi||ion com har

= LAN

& WAN Type:  [Trusted Domain v

= System

¥V Firewall

General Settings ApRly

Packet Filter
Intrusion Detection
MAC Address Filter
URL Filter

= VPN

o Virtual Server

= Advanced

© Save Config to FLASE
o Logout

b Status URL Filter - Domains Filtering
Quick Start

¥ Configuration Trusted Domain:

= LAN

= WAN

= System

V Firewall ‘itemO hillion.com tw |Delete... @
General Settings
Facket Filter
Intrusion Detection

(=]

|Name Domain

MAC Address Filter Forbidden Domain:
URL Filter
B= VPN |Name Domain
o Virtual Server . —
= Advanced ||tem1 billion.com | Delete... ©
o Save Config to FLASE
o Logout Create.. ©
Return... ©
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VPN (Virtual Private Networks)

Your router support two main types of VPN (Virtual Private Network), PPTP and IPSec, and
these are the two major section choices from the menu on the left.

PPTP

> Status PPTP

2 Quick Start
¥ Configuration VPN/PPTP for Remote Access Application

= LAN Enable | Disable  Name | Type | Status
= WAN

= System f P
& Firewall VPN/PPTP for LAN-to-LAN Application

v VPN Enable | Disable | Name | Type | Status
PRTP
IPSec
Q@ Virtual Server
k= Advanced

© Save Config to FLASH Apply

< Logout

Create... @

Language
English

There are two types of PPTP VPN supported, Remote Access and LAN-to-LAN (please refer
below for more information.). Click Create to configure a new VPN connection.
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B Remote Access PPTP Connection

> Status PPTP Remote Access Connection
© Quick Start

¥V Configuration Connection Mame:

= LAN
= WAN
= System ¢ Dialin, Private IP Address Assigned ta Dialin User:
= Firewall

¥ VPN Usernama:

PPTF
PSec Fassword:

Type: @ Dial out, Server [P Address (or Hostname):

< Virtual Server .
= Advanced Auth. Type:

© Save Config to FLASH
O Logout

Language

English

Chap(Auto)
Data Encryption: | Autg Key Length: | Auta Mode: | stateful

Idle time: 0 minutes

Connection Name: This allows you to identify this particular connection, e.g. “Connection
to office”.

Type: Check Dial Out if you want your router to operate as a client (connecting to a
remote VPN server, e.g. your office server), check Dial In operate as a VPN server.

@ When configuring your router as a Client, enter the remote Server IP Address (or
Hostname) you wish to connection to.

@ When configuring your router as a server, enter the Private IP Address Assigned to
Dial in User address.

Username: If you are a Dial-Out user (client), enter the username provided by your Host.
If you are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host.
If you are a Dial-In user (server), enter your own password.

PPP Authentication Type: Default is Auto if you want the router to determine the
authentication type to use, or else manually specify CHAP (Challenge Handshake
Authentication Protocol) or PAP (Password Authentication Protocol) if you know which
type the server is using (when acting as a client), or else the authentication type you want
clients connecting to you to use (when acting as a server). When using PAP, the password
is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that the client has not been replaced by an
intruder.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE
algorithm. Default is Auto, so that this setting is negotiated when establishing a
connection, or else you can manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits.
Default is Auto, it is negotiated when establishing a connection. 128 bit keys provide
stronger encryption than 40 bit keys.
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Mode: You may select Stateful or Stateless mode. The key will be changed every 256
packets when you select Stateful mode. If you select Stateless mode, the key will be
changed in each packet.

Idle Time: Auto-disconnect the VPN connection when there is no activity on the
connection for a predetermined period of time. 0 means this connection is always on.

Click Apply after changing settings.
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LAN to LAN PPTP Connection

b= Status PPTP LAN TO LAN

@ Quick Start

V Configuration Connection Marme:

= LAN
= WAN
B System ¢ Dial in, Private IP Address Assigned to Dialin User:
= Firewall
¥ VPN Peer Metwork [P Metmask:
FRTF
IPEec sernarme:
© Virtual Server
= Advanced

© Save Config to FLASH Auth. Type: ChapfAuta)
© Logout Data Encryption: | Auto Key Length: | Autn Mode: | atateful

Type: (& Dial out, Server IP Address (or Hostname):

Password:

Idle time: 0 minutes

Language

English

Connection Name: A user-define description of the connection.

@ When configuring your router establish the connection to a remote LAN, enter the
remote Server IP Address (or Hostname) you wish to connection to.

@ When configuring your router as a server to accept incoming connections, enter the
Private IP Address Assigned to Dial in User address.

Peer Network IP: Enter Peer network IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host.
If you are a Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by the your
Host. If you are a Dial-In user (server), enter your own password.

PPP Authentication Type: Default is Auto if you want the router to determine the
authentication type to use, or else manually specify CHAP (Challenge Handshake
Authentication Protocol) or PAP (Password Authentication Protocol) if you know which
type the server is using (when acting as a client), or else the authentication type you want
clients connecting to you to use (when acting as a server). When using PAP, the password
is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that the client has not been replaced by an
intruder.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE
algorithm. Default is Auto, so that this setting is negotiated when establishing a
connection, or else you can manually Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits.
Default is Auto, it is negotiated when establishing a connection. 128 bit keys provide
stronger encryption than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256
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packets when you select Stateful mode. If you select Stateless mode, the key will be
changed in each packet.

Idle Time: Auto-disconnect the VPN connection when there is no activity on the
connection for a predetermined period of time. 0 means this connection is always on.

Click Apply after changing settings.
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IPSec

[= Status I PSec

Quick Start

V Configuration Enable Disable Name Local SubnetRemote Subnet Remote Gateway IPSec Proposal
b= LAN

= WAN Create... @

[= System

= Firewall

7 vPN
PPTF
IPSec

< Virtual Server

b= Advanced

© Save Config to FLASH

o

© Logout

Language
English

Click Create to configure a new IPSec VPN connection.
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B Configure a new VPN connection

[= Status IPSeC
© Quick Start
¥ Configuration Connection Marme:
= LAN Local
= WAN Met\Work:
B System @ Single Address IF Address:
6’ ::;l;euwall O Subnet IP Address: Metmask:
PFETF O IP Range IP Address: End IP:
Ol';?rilclal Server Remote
(o fAe ] Secure Gateway Address(or Hostname):
MetWork:
© Save Config to FLASH
g & Single Address IP Address:
© Logout © Subnet IP Address: Metmask:
P Range IP Address End IP
Language P I
English roposa
g @ESP OAH
Authentication: Maone Authentication:| pDs
Erncryption: MULL
Perfect Forward Secrecy: Maone

Pre-shared Key:

Advanced Options

Connection Name: A user-defined name for the connection (e.g. “connection to office”).
Local:

Local Network: Set the IP address, subnet or address range of the local network.

©® Single Address: The IP address of the local host.

® Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask
255.255.255.0 specifies one class C subnet starting from 192.168.1.1 (i.e. 192.168.1.1
through to 192.168.1.254).

© IP Range: The IP address range of the local network. For example, IP: 192.168.1.1,
end IP: 192.168.1.10

Remote:

Secure Gateway Address (or hostname): The IP address or hostname of the remote
VPN device that is connected and establishes a VPN tunnel.

Network: Set the IP address, subnet or address range of the remote network.
Proposal:

Proposal: Select the IPSec security method. There are two methods of checking the
authentication information, AH (authentication header) and ESP (Encapsulating Security
Payload). Use ESP for greater security so that data will be encrypted and authenticated.
Using AH data will be authenticated but not encrypted.

Authentication: Authentication establishes the integrity of the datagram and ensures it is
not tampered with in transmit. There are three options, Message Digest 5 (MD5), Secure
Hash Algorithm (SHA-1) or NONE. SHA-1 is more resistant to brute-force attacks than
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MD5, however it is slower.
® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA-1: Aone-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four
options, DES, 3DES, AES and NONE. NONE means it is a tunnel only with no encryption.
3DES and AES are more powerful but increase latency.

® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an
encryption method.

® AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption
method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-
key cryptography to change encryption keys during the second phase of VPN negotiation.
This function will provide better security, but extends the VPN negotiation time. Diffie-
Hellman is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). There are three
modes, MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular
Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to
128 characters. Both sides should use the same key. IKE is used to establish a shared
security policy and authenticated keys for services (such as IPSec) that require a key.
Before any IPSec traffic can be passed, each router must be able to verify the identity of
its peer. This can be done by manually entering the pre-shared key into both sides (router
or hosts).

Select the Save button to save the setting.
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B Advanced Option

Click Advanced Option to change the following settings:

= Status |PSec
© Quick Start

¥ Configuration SA Lifetime:
= LAN Phase T(IKE):
= WAN
= System Phasze 2(IPSec):
= Firewall
Y ven
PRTP
IPSec
Q@ Virtual Server
= Advanced
© Save Config to FLASH
@ Logout
Language
English

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay
active before new encryption and authentication key will be exchanged. There are two
kinds of SAs, IKE and IPSec. IKE negotiates and establishes SA on behalf of IPSec, an
IKE SAis used by IKE.

Phase 1 (IKE): To issue an initial connection request for a new VPN tunnelThe range can
be from 5 to 15,000 minutes, and the default is 240 minutes.

Phase 2 (IPSec): To negotiate and establish secure authentication. The range can be
from 5 to 15,000 minutes, and the default is 60 minutes.

A short SA time increases security by forcing the two parties to update the keys. However,
every time the VPN tunnel re-negotiates, access through the tunnel will be temporarily
disconnected.

Select the Change button to update the settings.

Tip: The Billion Australia website at http://www.billion.com.au/ FAQ section and forums
have many examples of configuring third-party VPN applications for establishing
connections with your Billion router, as well as many helpful tips from Billion and other
users on troubleshooting any issues you may encounter when establishing a VPN.
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Example: Configuring a Remote Access PPTP VPN Dial-in Connection

A remote worker establishes a PPTP VPN connection with the head office using Microsoft's
VPN Adapter (included with Windows 2000/ME, etc.). The router is installed in the head office,
connected to a couple of PCs and Servers.

Office LAN

Remote worker

‘>

PPTP client PPTP server
VPN connection

Public IP

Router

192.168.1.254 i

192.168.1.0/24

PPTP VPN —remote access (dial-in)

Configuring PPTP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure
this IP is not used in the Office LAN.

Given a name of PPTP connection

> St T PPTP Remote Access Connaction

2 Oulck Stan ~

7 Conflgaraton mection Narre: [\jpy_pRTR IP adkiress assigned to remote worker
- LAN

= WAN Type: 3 Diel o, Bener IP Address [or Hozinare]: /
Er Syatam & Dial in, Frivgte |7 Addess Assigned to Diglin User oo 15 1 200

&= Firewall al.=.:blls

T up Ugamana: [ — Input username & pa ssword to

Preaward 44— authenticate remote worker

[+] I‘Iual Semver 3
= Advancad . Thre: Chupfiuta)
© Sawe Conflg to FLASH Data Encryption: | g Ky Langih: [puto = Mode: [ctateful  »
Idle time: 1t e

o Logout

Languages L} Y
Engich =

Keep as defaultvalue in most of the cases, PPTP server & client will
determine the value automatically. Refer to manual for details if you want
To change the setting.

The connection will be disconnected when there is no trafiic
in a predefined period of ime. ldle ime o means the connection
Is always-on.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection

A company'’s office establishes a PPTP VPN connection with a file server located at a separate
location. The router is installed in the office, connected to a couple of PCs and Servers.

o

e
ﬂ_
ﬂ_

ffice

192.168.1.254 IP: 69.121.1.33
Rauterl Server
PPTP client PPTF server

VPN connection

192.168.1.0:24

PPTP VPN - remote access (dial-out)

Configuring the PPTP VPN in the Office
You can either input the IP address (69.1.121.33 in this case) or hostname to reach the server.

b~ Stams . PPTP Remote Access Connectlon
i Check Dial out
€ OQuick Starl ) Dialed sever IP
¥ Configuration in Name: |\ AN-PRTRG
[= LAN . i .
& Trpe: Dial out, Serar IP Address (or Hostname]: E3.1.4M.33
Er Syslem ¢ Dial in, Prieate [P Address Aasigned to Dialin Uzer
E= Firewall
# i- Uszernarie: Leamama
==ET Pasemond: e
O Virual $ .
) Autth, Type:  [Chapiutg v
© Swws Config to FLASH Data Encryption: | qutn w Key Length: | &g - Made: | gigrefy]  w
o Logout Il tirra: o rrinute:
Language Apply
Englieh %
PPTP Status
¥ Status PPTP Status
ARF Tablke -
PPTP‘SEM “‘III‘IPWPP.I.'= = R.mnr:z:f:ﬁ;;;o Bemslan  |Gall Ereryption
IFEa Stans
Emeil Status fwﬁﬂ_’ Connacted | Connected
Event Log WPK_PPTFO | dalet |+ v v v aneryption enabled rmppe 1280 Steratul mode
Errar Log
Rk art WPNPPTE for LAN-TG-LAN AppHest)
I~ Cenflguration Hame Type Enshble | Actlve |Sesalon | Call Enerypticn
o Bave Config to FLASE Connactad | Connactad
o Logout WP PPTP1 | dglin| s v + eneryplion enabled rppe 126bita gtateful mede

Languags
English vI
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Example: Configuring a LAN-to-LAN PPTP VPN Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private
networks over the Internet.. The routers are installed in the head office and branch office
accordingly.

Branch office Head office

(LAN side)
Routel } Router

PPTP client PPTP server
VPN connection

69.1.121.3  192.168.1.254
192.168.0.254 (WAN side} (LAN side) 4

192.168.0.0/24 192.168.0.0/24

PPTP VPN - LAN-to-LAN

Configuring PPTP VPN in the Head Office

The IP address 192.168.1.201 will be assigned to the router located in the branch office. Please
make sure this IP is not used in the head office LAN.

Given a name of PPTP comnection

B Stams PPTP LAN TO LAN

o Ouick Starl Check Dial in

Branch office network

: Connecting Mame:
¥ Confguration VPN_PRTRL IP address assigned to branch office network
g :‘_“‘:" Typa: ¢y Dial oo, Serer [P Addms, or Hosinama):
: FS!ir::TII Dial in, Privat Address Assigned ta DialieNJEer o2 158 1201

T_YPh Paar Metwork P (153 160800 Meimask: (265 265 2660

¢ Username: Input usemame & password to

2 uzgrname authenticate branch offic e network
& Virtual Senvar

Er Advanced I hnkhnintihinied
@ Save Conflg to FLASH ' ChapiAuta) +
@ Logouwl ta Encryption: | sutn Kay Langth: | futa b Moda: | giateful v
Idla tirna: i rrinuta s
Lanpuage
| English = Keep as default value in mwost of the cases, PPTP server & client will

determine the value automatically. Refer to manual for details if you want
To change the setting.

The comnection will be disconnected when there is no traffic
in a predefined period of ime. ldle time o means the connection

Is always-on.
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Configuring PPTP VPN in the Branch Office

The IP address 69.1.121.30 is the Public IP address of the router located in head office. If you
registered the DDNS (please refer to the DDNS section of this manual), you can also use the
domain name instead of the IP address to reach the router.

= Siame Check Dial out PPTP LAN TO LAN
© Qulck Stan _ -
. Head office router IP (WAH side]
T ConfAguratan Gori n Mama: vy pPTPY w )
= LAN . B .
= INAN Trpe: @ Dialout,  Sener [P Address (or Hostrname): 11213
= Syslem {7 Dialin, Private IP Addreas Aasigned to Dialin User:
Er Flreweall
“ Pear Netwark IP: 192 16810 Melmaszk: |255 255 2551
FEec Usamama: Ugarnama “\\ /
g. “"“':I':::W!' Passvard: JR—— Head offic & network
© Save Conflg to FLASH Auth. Type: Chapfiut) &
o Logout Data Encryplion: | Agpp Eey Length: | Auro v Wade: |gateful
Idle time: i} minutes
Languege
Engligh Apply

PPTP Status in the Head Office

7 Gtatus PPTP Status
ARP Table -
‘:—_?HPE'E!:EWWPW for Remats Access Applcation
FEac Stens Hama Typs |Enabls | Actlvs Sssslan  |[Call Encryptioh
Email Stetus Connected | Connected
Evert Log WPR_PRTFO | dalout|  + v v v nErypton ensbled mppe 128bis stem il mods
Error Log
ERCLEES AL WP 57 LAN-to-LAN Application
L= Canfiguratian Hame Type |Enable | Active |Sesslon | Call Eneryption
o Bave Cenfig to gk Connactad  Cannsctad >
@ Logout VYPN_PPTF |dalin| « W v ' encryplion enabled rigppe 120bita gtateful meode

Languags
English "I
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Example: Configuring a IPSec LAN-to-LAN PPTP VPN Connection

Branch office Head office

192.168.0.254 69.1.121.30 69.1.121.3 _ 192.168.1.254

IPSec IPSec

VPN connection

©
©
—

192.168.0.0:24 192.168.1.0/24

IPSec VPN - LAN-to-LAN

Network Configuration and Security Plan

Branch Office Head Office
Local Network ID 192.168.0.0/24 192.168.1.0/24
Local Router IP 69.1.121.30 69.1.121.3
Remote Network ID 192.168.1.0/24 192.168.0.0/24
Remote Router IP 69.1.121.3 69.1.121.30
IKE Pre-shared Key 12345678 12345678
VPN Connection Type Tunnel mode Tunnel mode
Security Algorithm ESP:MD5 with AES ESP:MD5 with AES

Configuring IPSec VPN in the Head Office

Given a name of IPSec connection

b= Status IPSec
O Dulek Start ) T =
¥ Configuradon Connection Nama: [pp) |p2ac ead office netwo
=4 Local
= WaAH Naiork:
[ Sygiem O Eingla Addrass IP Address:
[ Firewal|
7 YPH @ Subnat IP Addree={152 158.1.0 Metrmask:| 355 268, 265.0
m 2P Renge IP Address: End IF:
DO Tiruel Server Famets
> Adwancet Secure Gatesay Addressior Hasineme):gg ) 121,30 4— Branch office router IP {WAH side)
MatWark:
o fne Conflp to FLASH O Single Address IF Address:
a t
e @ Subnat IP Addrees: 152 16500 Metrnask 266 255, 2661
{31P Penya IP Addrees: End IP:
Language
English +

CIAH
Auihenfication: MDE v Authentication: pos =

. Branch office network
Exeryption: AEE v

Prafecd Farward Saaracy:

"~

Security plan

87

Chapter 3: Basic Installation and Configuration



BIPAC-74x Series Router

Configuring IPSec V

b Status

O CQulck Start

¥ Conflguradon
k= LAN

L= WWAN
= Syslem

& Flrewenl|

7 WPN
I 'I! al!lnur
L= Advanced

O Seve Conflg 1o FLASH
O Logout

Language

Engligh

— 741 GE, 741 GE V2.0 and 743 GE

PN in the Branch Office

Given a name of IP Sec connection

IPSec

Cannaction Mame: [propEacd B ranch office network
Local
Matyirok:

i Single Addrees P Addmss:

& Subnat I Addre=s:|193, 168.0.0 Melmask: 355, 365.955.0

O IP Renge 1P Addraas; End IF:
Remoke
Sacure Gateway Addrass for Hosthamme)lag 1 1213 l—— Head office router IP (WAH side)
HatYiok:

O Single Address IP Addreaa:

@ Subnet 1P Address: 153 153,10 Metmask: 355 Jo5 2050
q IP Addreaa: End IP:

QaH
Authentication: nAOs = Authertication: pi0g  w

Encryption: AES % Head offic & network

Prefect Forrard Secrecy:

N

Security plan
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Virtual Server (“Port Forwarding”)

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application
program (usually a server) incoming connections should be delivered to. Some ports have
numbers that are pre-assigned to them by the IANA (the Internet Assigned Numbers Authority),
and these are referred to as “well-known ports”. Servers follow the well-known port assignments
so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications
and P2P file-sharing applications) and are using NAT (Network Address Translation), then you
will usually need to configure your router to forward these incoming connection attempts using
specific ports to the PC on your network running the application. You will also need to use port
forwarding if you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by
and point to your router, which then needs to deliver all traffic to the private IP addresses used
by your PCs. Please see the WAN configuration section of this manual for more information on
NAT.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment of
unique parameter values for Internet protocols. Port numbers range from 0 to 65535, but only
ports numbers 0 to 1023 are reserved for privileged services and are designated as “well-known
ports”. The registered ports are numbered from 1024 through 49151. The remaining ports,
referred to as dynamic ports or private ports, are numbered from 49152 through 65535.

Examples of well-known and registered port numbers are as below, for further information,
please see IANA’s website at: http://www.iana.org/assignments/port-numbers

For help on determining which private port numbers are used by common applications on this
list, please see the FAQs (Frequently Asked Questions) at: http://www.billion.com.au/

Well-known ports
Port Number |Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
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110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol)
161 TCP SNMP
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UDP RealAudio
B Status Virtual Server
3 g:::gj::nn Enable Application Protocol Port IP Address
b WiN o Fw TcR 4 192.166.1.
[; 2.‘:2’;’:.. [ Telnat TCP 23 192 166.1
EEEH’:JBI S:rver O SMTP TCRP 25 192.168.1.
° Save‘su“ncﬁeg to FLASH O |[HTP TP &0 192,168.1.
O legem O FoF3 TCP 10 192 168 1
Language O hwme Tcr "8 192.168.1.
English O NP DR 123 192 1681,
[l HTTRS TCP 443 192 166.1
O IKE upp &00 162.168.1.
O T120 TCP 1503 192 1BR 1.

Because NAT can act as a “natural” Internet firewall, your router protects your network from
being accessed by outside users when using NAT, as all incoming connection attempts will point
to your router unless you specifically create Virtual Server entries to forward those ports to a PC
on your network. When your router needs to allow outside users to access internal servers, e.g.
a web server, FTP server, Email server or game server, the router can act as a “virtual server”.
You can set up a local server with a specific port number for the service to use, e.g. web/HTTP
(port 80), FTP (port 21), Telnet (port 23), SMTP (port 25), or POP3 (port 110), When an
incoming access request to the router for a specified port is received, it will be forwarded to the
corresponding internal server.

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address
192.168.1.2, then all incoming HTTP requests from outside users will be forwarded to the local
server (PC) with the IP address of 192.168.1.2. If the port is not listed as a predefined
application, you need to add it manually.

In addition to specifying the port number to be used, you will also need to specify the protocol
used. The protocol used is determined by the particular application. Most applications will use
TCP or UDP, however you can specify other protocols using the drop-down Protocol menu.
Setting the protocol to “all” will cause all incoming connection attempts using all protocols on all
port numbers to be forwarded to the specified IP address.

DMZ: The DMZ Host is a local computer exposed to the Internet. When setting a particular
internal IP address as the DMZ Host, all incoming packets will be checked by the Firewall and
NAT algorithms, then passed to the DMZ host when a packet received does not use a port
number used by any other Virtual Server entries.
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4 )

Using port forwarding does have security implications, as outside users will
”orf;' be able to connect to PCs on your network. For this reason you are
advised to use specific Virtual Server entries just for the ports your

application requires instead of simply using DMZ or create a Virtual Server

entry for “All” protocols, as doing so will result in all connection attempts to

\ your public IP address will access the PC specified. /

If you have disabled the NAT option in the WAN-ISP section, the Virtual
Server function will hence be invalid.

Attention

If the DHCP server option is enabled, you have to be very careful in\
assigning the IP addresses of the virtual servers in order to avoid conflicts.
The easiest way of configuring Virtual Servers is to manually assign static
IP address to each virtual server PC, with an address that does not fall into
_ the range of IP addresses that are to be issued by the DHCP server. You
Attention can configure the virtual server IP address manually, but it must still be in
\ the same subnet as the router. /
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of
the more advanced features of the router. Users who do not understand the features should not
attempt to reconfigure their router, unless advised to do so by support staff.

There are four items within the Advanced section: Routing Table, Dynamic DNS, Checking
Email and Device Management.

Routing Table

Click on Routing Table and then choose Create Route add a routing table.

B Status Create Route
© Quick Start

¥ Configuration

= LAN

= WAN

[= System

E= Firewall

= VPN

© Virtual Server

¥ Advanced
Routing Table
Dynamic DMS

Check Email
Deiicce Mn;r?ggement

© Save Config to FLASH

Destination

Metmask
via Gateway or Interface

Cost 1

© Logout

Language
English

Destination: This is the destination subnet IP address.

Netmask: Subnet mask of the destination IP addresses based on above destination
subnet IP.

Gateway: This is the gateway IP address to which packets are to be forwarded.
Interface: Select the interface through which packets are to be forwarded.

Cost: This is the same meaning as Hop. This should usually be left at 1.
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B> Status Dynamic DNS
© Quick Start
¥ Configuration ) Enable & Disable
= LAN
L sy Dynamic DNS: s, dyndns.org (dynarmic)
b= System
k= Firewall Domain Mame:
= VPN U
@ Virtual Server semame
V Advanced Password:
Routing Table
Dynamic DMS Perind: o5 Day(s)
Check Emails
Device Management
@ Save Config to FLASH Apply
© Logout
Language

English

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname,
allowing users whose ISP does not assign them a static IP address to use a domain name.
This is especially useful for hosting servers via your ADSL connection, so that anyone
wishing to connect to you may use your domain name, rather than having to use your
dynamic IP address, which changes from time to time. This dynamic IP address is the
WAN [P address of the router, which is assigned to you by your ISP.

You will first need to register and establish an account with the Dynamic DNS provider
using their website, for example http://www.dyndns.org/

There are more than 5 DDNS services supported.
Dynamic DNS: Select the DDNS service you have established an account with.

Domain Name, Username and Password: Enter your registered domain name and your
username and password for this service.

Period: Set the time period between updates, for the Router to exchange information with
the DDNS server. In addition to updating periodically as per your settings, the router will
perform an update when your dynamic IP address changes.
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B Check Emails

b~ Status Check Emails
© Quick Start
¥ Configuration OEnable @ Disable
= LAN
= WAN Account Name:
[ System Password:
= Firewall )
= VPN POP3 Mail Server:
0O Virtual S .
v A:ivlglcezwer interval EO minutes
Rauting Table [ Automatically dial-out for checking emails
Dynamic DNS
Check Emails
Appl
Device Management
© Save Config to FLASH
O Logout

Language
English

This function allows you to have the router check your POP3 mailbox for new Email
messages. The Mail LED on your router will light when it detects new messages waiting
for download. You may also view the status of this function using the Status — Email
Checking section of the web interface, which also provides details on the number of new
messages waiting. See the Status section of this manual for more information.

© Disable: Check to disable the router’s Email checking function.

® Enable: Check to enable the routers Emailing checking function. The following fields
will be activated and required:

Account Name: Enter the name (login) of the POP3 account you wish to check.. Normally,
it is the text in your email address before the "@" symbol. If you have trouble with it,
please contact your ISP.

Password: Enter the account’s password.

POP3 Mail Server: Enter your (POP) mail server name. You Internet Service Provider
(ISP) or network administrator will be able to supply you with this.

Interval: Enter the value in minutes between periodic mail checks.

Automatically dial-out for checking emails: When the function is enabled, your ADSL
router will connect to your ISP automatically to check emails if your Internet connection
dropped. Please be careful when using this feature if your ADSL service is charged by
time online.
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Device Management

The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

B Status Device Management

© Quick Start

¥ Configuration Embedded Web Server

= LAN *HTTP Port: a0 (@0 is default HTTP port)
= WAN
[= System Management IP Address: |gpon (0.0.0.0° means Any)

E= Firewall
= VPN Expire to auto-logout: 180 seconds

© Virtual Server

V¥ Advanced
Routing Table Universal Plug and Play (UPnP)
Dynarnic DNES .
Check Emails @ Enable O Disable
Device Managernent *UPRP Port: 2800

© Save Config to FLASH

Logout

SNMP Access Control

Language
English

Read Community: public IP Address: \gpoon

Write Comrmunity: IP Address: |goon

password

Trap Community: IP Address:

* : This setting will become effective after you save to flash and restart the router.

Embedded Web Server:

HTTP Port: This is the port number the router’s embedded web server (for web-based
configuration) will use. The default value is the standard HTTP port, 80. Users may specify
an alternative if, for example, they are running a web server on a PC within their LAN.

Management IP Address: You may specify an IP address allowed to logon and access
the router’s web server. Setting the IP address to 0.0.0.0 will disable IP address
restrictions, allowing users to login from any IP address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s
configuration session.

For Example: User A changes HTTP port number to 100, specifies their own IP address
of 192.168.1.55, and sets the logout time to be 100 seconds. The router will only allow
User A access from the IP address 192.168.1.55 to logon to the Web GUI by typing:
http://192.168.1.254:100 in their web browser. After 100 seconds, the device will
automatically logout User A.

Universal Plug and Play (UPnP):

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along
with control and data transfer between devices. UPnP offers many advantages for users
running NAT routers through UPnP NAT Traversal, and on supported systems makes
tasks such as port forwarding much easier by letting the application control the required
settings, removing the need for the user to control advanced configuration of their device.
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Both the user’s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection
Sharing client from Windows XP in order to support UPnP. Windows 2000 does not
support UPnP.

® Disable: Check to disable the router’s UPnP functionality.
® Enable: Check to enable the router’s UPnP functionality.

UPNP Port: Its default setting is 2800. It is highly recommended for users to use this port
value. If this value conflicts with other ports already being used you may wish to change
the port.

SNMP Access Control (Software on a PC within the LAN is required in order to utilize this
function) — Simple Network Management Protocol.

Read Community: Specify a name to be identified as the Read Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be
able to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be able
to view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be
sent SNMP Traps.

@ SNMP Version : SNMPv2c

Billion provides an SNMP utility for download via the website at www.billion.com.au which
allows users to obtain information from the router without the need to have advanced
knowledge of the workings of SNMP. Advanced users may refer to the information below in
order to access the router using custom utilities and scripts:

SNMP version: SNMPv2c

(SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the
SNMPv2 security. The "c" comes from the fact that SNMPv2c uses the SNMPv1
community string paradigm for "security", but is widely accepted as the SNMPv2 standard.)

Traps supported: Cold Start, Authentication Failure.
The following MIBs are supported:
> From RFC 1213 (MIB-Il):

M System group
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Interfaces group

Address Translation group
IP group

ICMP group

TCP group

UDP group

EGP (not applicable)

Transmission

N N M N N B N N [~

SNMP group

> From RFC1650 (EtherLike-MIB):

] dot3Stats

> From RFC 1493 (Bridge MIB):
M dot1dBase group
| dot1dTp group

M dot1dStp group (if configured as spanning tree)

> From RFC 1471 (PPP/LCP MIB):
| pppLink group

[ pppLqr group

> From RFC 1472 (PPP/Security MIB):

| PPP Security Group)

> From RFC 1473 (PPP/IP MIB):

| PPP IP Group
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> From RFC 1474 (PPP/Bridge MIB):
| PPP Bridge Group

> From RFC1573 (IfMIB):

| ifMIBObjects Group

> From RFC1695 (atmMIB):

| atmMIBObijects

> From RFC 1907 (SNMPv2):

™ only snmpSetSerialNo OID
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Save Configuration to Flash

After changing the router’s configuration settings, you must save all of the configuration
parameters to FLASH to avoid them being lost after turning off or resetting your router. Click
Save to write your new configuration to FLASH.

b~ Status Save Config to FLASH

© Quick Start

Flease confirm that you wish to save the configuration.
¥ Configuration ! 4

EE; I\;‘?ANN There will be a delay while saving as configuration information s wiitten to FLASH chips.

[= System

= Firewall Save |

= VPN
© Virtual Server
= Advanced

@ Sawve Config to FLASH
© Logout

Language
IEninsh v|
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Logout

To exit the router’s web interface, choose Logout. Please ensure that you have saved the
configuration settings before you logout.

Be aware that the router is restricted to only one PC accessing the configuration web pages at a
time. Once a PC has logged into the web interface, other PCs cannot get access until the
current PC has logged out of the web interface. If the previous PC forgets to logout, the second
PC can access the page after a user-defined period, by default 3 minutes. You can modify this
value using the Advanced — Device Management section of the web interface. Please see the
Advanced section of this manual for more information.
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Chapter 4: Troubleshooting

If the router is not functioning properly, first check this chapter for simple troubleshooting before
contacting your service provider or Billion support.

Problems starting up the router

I

None of the LEDs are
on when you turn on

the router.

Check the connection between the adapter and the router. If the error
persists, you may have a hardware problem. In this case you should

contact technical support.

You have forgotten
your router login

and/or password.

Try the default login and password admin/admin. If this fails, you can
restore your router to its factory settings by holding the Reset button on the

back of your router in for 10-12 seconds.

Problems with the WAN Interface

!

Initialization of the PVC
connection

(“linesync”) failed.

Ensure that the telephone cable is connected properly from the ADSL port
to the wall jack. The ADSL LED on the front panel of the router should be
on. Check that your VPI, VCI, encapsulation type and type of multiplexing
settings are the same as those provided by your ISP. Reboot the router
GE. If you still have problems, you may need to verify these settings with

your ISP.
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Frequent loss of ADSL
linesync

(disconnections).

Ensure that all other devices connected to the same telephone line as
your Billion router (e.g. telephones, fax machines, analogue modems)
have a line filter connected between them and the wall socket (unless you
are using a Central Splitter or Central Filter installed by a qualified and
licensed electrician), and ensure that all line filters are correctly installed
and the right way around. Missing line filters or line filters installed the
wrong way around can cause problems with your ADSL connection,

including causing frequent disconnections.

Problems with the LAN Interface

Problem

Corrective Action

Can’t ping any PCs on
the LAN.

Check the Ethernet LEDs on the front panel. The LED should be on for a
port that has a PC connected. If it is off, check the cables between your
router and the PC. Make sure you have uninstalled any software firewall

for troubleshooting.

Verify that the IP address and the subnet mask are consistent between

the router and the workstations.

102

Chapter 4: Troubleshooting



BIPAC-74x Series Router — 741 GE, 741 GE V2.0 and 743 GE

APPENDIX A: Specification

Protocols IP, NAT, PPTP, ARP, ICMP, DHCP, PPPoE, PPPOA, IPoA, PPTP
client, RIP1/2

LAN Port RJ-45, 4 ports 10/100Base-T LAN Switch

WAN Port RJ-11, 1 ADSL port

LED Indicators

Power, System, LAN 1 to 4, WLAN, MAIL, PPP and ADSL

Input Power 12V DC @ 1A
Power Consumption < 10 watts
Agency and Regulatory |CE, A-Tick
Operating Temperature |0C to 45C

Storage Temperature

-10°C to 70°C

Operating Humidity

5-95% non-condensing
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APPENDIX B: Product Support

Most problems can be solved by referring to the Troubleshooting section of this manual. If you
cannot resolve the problem with the Troubleshooting chapter, please contact the dealer where
you purchased this product. You can also call the Billion Support line at 1300 139 159 or email
support via support@billion.com.au or post your question and check the FAQ (Frequently
Asked Questions) section of the Billion Australia website at http://www.billion.com.au

You can also download the latest firmware and utilities from the Billion Australia website at
http://www.billion.com.au

Mac OS is a registered Trademark of Apple Computer, Inc.
Windows, Windows 95, Windows 98, Windows NT, Windows 2000, Windows XP and Windows Me are registered
Trademarks of Microsoft Corporation.
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